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This report provides principles and practices than can 
be applied in the assessment of influence activities 
and contexts. The aim is to outline means of usefully 
operationalising concepts of influence by providing 
tangible and targeted methods to identify, describe, 
analyse and evaluate influence operations and to assess 
vulnerabilities and responses to malign influence.    

It is the companion volume to the report Social 
Influence: Multi-level Influence for Engagement and 
Resilience, which outlines social influence conceptually 
at micro, meso and macro levels. Where the earlier 
report focuses on how we can understand what 
influence is and does, this report examines how 
influence can be seen and known.

Without indicators, decisions about planned 
activities, resource allocations, training needs and 
the like are at the risk of being made based on 
untested assumptions, the habits of past practice, 
the convenience of easily available options, or the 
demands of an unaccountable authority. 

With useful, relevant, appropriate, targeted indicators, 
assumptions can be tested, options considered, new 
scenarios explored, changed circumstances taken  
into account, and, ultimately, crucial – and often  
costly – decisions guided by good information and 
careful analysis.

This report aims to support such decisions. Its purpose 
is to provides insights and direction to those involved in 
1.	 planning and evaluation of strategic communications 

and information operations in the context of 
diplomacy, international relations, defence, and 
national security; and 

2.	 policy development in public diplomacy, military 
public affairs, countering malign influence and 
disinformation,  
and related areas. 

It is divided into two sections: indicators in principle, and  
in practice.

Principles of influence indicators
The first section, chapters 1-5, includes an introduction 
that outlines some fundamental empirical concepts for 
observing, recording, exploring and analysing influence. 

Three substantial chapters develop this at micro, meso 
and macro levels. The micro scale (chapter 2) is based 
on fundamental conceptual principles and empirical 
approaches derived from social psychology. The meso 
scale (chapter 3) deals with influence in, and between, 
groups, networks and communities. The macro scale 

Executive Summary 
(chapter 4) considers ways of identifying forms of 
influence at the level of the nation and in international 
relations. 

An additional chapter (chapter 5) explores indicators 
in the context of countering malign influence activities, 
based on a variety of disciplines and approaches 
including psychology, content analysis, media studies 
and the political economy of social media platforms 
and digital marketing. 

Influence indicators are ways of seeing and knowing 
influence in three aspects: 
•	 Attributes/Assets: what makes an actor influential, 

what makes a target vulnerable or resilient to 
influence;

•	 Actions: how does an actor (seek to) influence others; 
and

•	 Outcomes: what are the impacts and effects, on 
actors, of influence actions. 

There are multiple, varied ways to answer these questions. 
Generalisability is difficult and can be sub-optimal; 
bespoke options based on specific contexts, intentions 
and threats are preferred. Fundamental recommendations 
are, however, possible:

Multiple forms of data allow for better analysis: relying 
upon a single set of data, or form of analysis, or 
outcome metrics should be avoided; using multiple data 
sets and analytical approaches and triangulating them 
is highly beneficial. 

Higher quality data allows for better analysis: the quality 
of the data matters, with issues of sampling, bias and 
generalisability needing to be critically assessed.

Consideration of the analytic framework allows for 
better analysis:  conclusions drawn from data should be 
understood from the perspective that all studies gather 
evidence and interpret it in ways that privilege certain 
tools and processes, with all analytical frameworks 
having certain limitations. 

Big numbers appear impressive and gain attention. 
However, influence effects are often small, vary between 
populations, emerge over time, and are transitory or 
cumulative. These small effects may be decisive; they 
are often more difficult to see.
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Influence indicators in practice
In the second section, chapter 6 looks at tools and 
techniques used to identify, measure, track, observe, 
and otherwise interrogate and seek to understand 
influence as actions, as capabilities, and as effects.  
It is a selected and comprehensive list of methods  
that will suit most efforts. 

Chapter 7 posits means to integrate these tools into 
coherent, organised and (in some cases) standardised 
means of incorporating data and analysis in ways  
that are applicable for specific purposes, namely 
planning and evaluating influence activities, or 
assessing resilience and vulnerabilities to influence 
efforts, or understanding the environments and 
contexts in which influence operates.

How different readers might use  
this report
Readers interested in how to measure effects can focus 
initially on the Introduction, Toolbox and Campaign 
framework. Those seeking to understand how to assess 
vulnerabilities and resilience to influence should initially 
examine Chapters 2-4, that is, the micro, meso, macro 
chapters. Readers concerned with how to assess and 
respond to malign influence are directed initially to 
Chapters 5 and 7. Those interested in how to plan an 
influence campaign should start with Chapter 7. 

The report concludes with a summary of its content 
and findings, and some recommendations for its 
application for policy and planning, for practitioners  
and for researchers.
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Section 1 –  
Influence Indicators  
in Principle
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Chapter 1: The Principles  
of Influence Indicators

What is influence?
This report is the companion to Social Influence – 
Integrated Influence for Engagement and Resilience 
(West et al. 2023), which outlines the foundational 
concepts of influence. The Social Influence report 
emphasises key principles that contribute to an 
enhanced conceptual understanding of what influence 
is and how it operates: 
1.	 Influence operates at multiple levels or scales: micro,  

meso and macro;
2.	 Influence is a product of co-created meaning making, 

including the interpretation by audiences and publics 
of the messages and actions of others; and

3.	 Influence is understood as attributes, actions, and/or 
effects.

Multi-level influence
Influence operates at various levels: from the individual 
(micro), through social groups and networks (meso), to 
the institutional, national and international (macro). The 
operation of influence at these levels is developed in 
Chapters 2-4.

These levels are not clearly delineated categories: the 
lines blur between micro, meso, and macro. Nor are 
these levels mutually exclusive. In practice, influence 
operates at various scales of magnitude regarding the 
numbers of people, the complexity of the socio-political 
environment and even the time involved.

Complex, multi-level systems require multi-scale 
integrated analyses. The range of indicators and 
measures should be considered as a suite of 
approaches, methods and tools that in general are 
part of a coherent whole and which may be applied 
selectively according to the bespoke requirements of a 
specific project, based on the research/applied question 
being addressed and the operational requirements this 
research is supporting. 

Just as in Figure 1 (see p.8), individual trees may 
provide sources of interpretation and information, the 
full forest will be more easily gleaned if multiple sources 
are consulted and triangulated.

In fact, there are many indicators that can be applied at 
various levels or scales of analysis, and many that require 
consideration across multiple levels and scales. This is 
because influence typically operates in complex systems 
that involve individuals, groups, societies, and institutions.

Influence is relative and relational – it requires 
consideration of many influence actors and their 
relative influence capabilities and activities, and it 
requires consideration of the relationships between 
those involved in the production of influence.
Influence occurs – appears via, flows through, and 
impacts on – social networks. These networks 
operate online and offline. They include technological 
and communication networks, as well as groups 
and communities based on shared socio-cultural 
connections and identities (e.g., languages, religious 
affiliations, etc.).
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Co-creation of meaning
Second, influence occurs as a result of co-creation of 
meaning by those seeking to influence through forms of 
persuasion, manipulation, or coercion1 and those who 
interpret and act upon these influence efforts. 

The co-creation of influence underscores for influence  
planners and evaluators the importance of 
understanding the target audiences, as they are co-
contributors of the outcomes of influence actions. 
Understanding target audiences occurs  
at micro, meso, and macro scales and includes 
consideration of how:
•	 cognition and emotion affect decisions by individuals  

and groups; 
•	 individual and group decisions are embedded in  

social relations;
•	 social groups are formed, develop, and are influenced 

through processes of cohesion and conflict;
•	 social power (including key stakeholders and elites)  

impacts on group and individual decision making; and 
•	 groups and populations impact (to greater or lesser 

degrees) political decisions, including those related to 
national security and international relations.

Multiple measures of influence
Finally, the term influence can and has been used in 
many ways. It can conceptually refer to attributes, 
actions, and/or outcomes. The range and use of 
indicators (or ‘measures’) of these – and the contexts in 
which they occur – are the main subject of this report.

Influence as an attribute refers to the influence (and 
the resilience to influence) that an actor or group 
may possess by virtue of that actor’s characteristics, 
capabilities, relationships, and positions of relative 
power. Influence is an attribute when a person, group, 
institution, or nation is regarded as being ‘influential’. 
It is the potential to influence, converted to actual 
influence through action. 

Influence attribute indicators identify those 
characteristics, capabilities, relationships, and positions 
of relative power that an actor or group possesses, 
as relevant to the situation. In this case, influence 
indicators express the potential for an actor to exert 
influence, to be influential, and is analogous to a 
summation of that actor’s standing or esteem within 
a community, its centrality within a network, or its 
power over others. This aspect of influence asks: how 
influential is an individual, a group, a nation, and how is 
this indicated?

Influence as actions refers to something that an entity 
does. Typically, the types of influence activities are 
designed with the intent to influence how another actor 
thinks, feels, or acts. The focus in the first instance is on 

the actions themselves, and foregrounds the activities 
undertaken, including the strategies, tactics, tools, and 
techniques used in influence efforts (or efforts to resist 
or mitigate influence).  

Influence action indicators identify, categorise,  
and analyse actions undertaken by influence actors. 
These indicators describe what is done, why it is done 
(where possible), and reactions and responses to 
these actions. This includes descriptions of the type 
and content of influence messages, the means used 
to communicate these messages, and follows the re-
distribution, re-interpretation, and re-purposing of these 
messages by individuals, groups, networks,  
and societies. 

In formal program evaluation, these are often referred 
to as Measures of Performance (MoPs) or simply as 
‘outputs’. Typically, these are acts of communication and 
interaction, mediated (i.e. online and social media, mass 
media such as radio and television) and/or interpersonal 
and direct interactions. However, all actions – including 
exercises, operations, procurements, publication of 
strategies and reports – have communicative effects. 
These effects are dependent on the interpretation of 
those observing the action.

MoPs focus on those activities that are planned and 
carried out as elements of a campaign or operation. 
In a typical communications campaign, for example, 
such activities include, speeches, publications, 
media releases, social media posts, public events, 
key stakeholder engagements, briefings to the news 
media, and much more.

Actions also include activities that are not considered 
to be deliberate aspects of an attempt to influence but 
may be consequential, if unintended, in the sense that 
these actions are interpreted as meaningful by others. 
These are not always included in the Measures of 
Performance of an influence operation, which can lead 
to incomplete or suboptimal analyses, as actions that 
are not formally included in an influence operation may, 
and often will, have the largest impact. The expression 
attributed to Ralph Waldo Emerson sums it up: “your 
actions speak so loudly that I cannot hear what you  
are saying”.

1These terms, persuasion, coercion, manipulation (like influence) 
have multiple uses. For the purposes here, persuasion is less likely to 
rely upon either deception or force; coercion is more likely to use force; 
manipulation is more likely to depend upon deceit.

Chapter 1: The Principles of Influence Indicators
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Influence as outcomes refers to the effects that result 
from influence actions. These outcomes vary greatly 
in terms of their scale: they may include an individual 
choice, a group response, a national decision, or an 
international agreement. They vary in terms of how 
consequential they may be, from a choice to donate 
a few dollars, to a change in the levels of inter-group 
social conflict, to a national decision to go to war. 
Outcomes also include second and third order effects, 
either foreseen or unanticipated, that increase the 
outcomes to those beyond those directly targeted.

Influence outcome indicators are often considered 
the most important. For planning, monitoring and 
evaluation of influence activities, the outcomes are what 
really matters. Influence outcome indicators are also 
typically recognised as the most difficult to ascertain 
with certainty. Problems arise from: the access to 
quality, relevant, and sufficient data; the complexity 
of the situations in which influence operations occur 
(not least being the role of multiple actors); and the 
questionable causal relationship between action and 
outcome. This report seeks to address some of these 
problems by providing means to undertake analysis of 
influence outcomes that, while not aiming for certainty, 
can aspire to increased confidence.

In formal evaluation, the terms outcome, impact and 
effects are often used, often interchangeably. Here, we 
distinguish between Measures of Impact (MoIs) that are 
more proximate and directly attributable to the actions 
undertaken, and Measures of Effect (MoE), which 
are typically related to either the goals, or an identified 
ultimate end-state, of an influence operation.

MoIs seek to identify, describe and/quantify the results 
of the actions undertaken, and typically follow MoPs. 
For example, if the MoPs include the details of the 
press releases issued, social media posts published, 
and speeches given, then the MoIs seek to identify 
the details of how the press release was covered 
including the audiences of that coverage, the reach and 
engagement of the social media content, the immediate 
audience and subsequent reporting of the speeches. 

MoEs can be characterised as either cognitive (on 
knowledge, opinions and/or attitudes) or behavioural 
(on behaviour). They can also be characterised as 
immediate and direct (first order) or indirect, unintended 
and/or occurring in a (much) longer timeframe. 

The distinction between MoIs and MoEs is at times 
unclear. MoIs tend to be more measurable and directly 
related to the activities undertaken. MoEs tend to be 
(and should be) more closely focussed on the desired 
outcomes2; they also tend to be much more difficult to 
measure. It is even more difficult to demonstrate casual 

relationships between the actions undertaken and the 
cognitive or behavioural effects observed, as there are too 
many variables, and data sources are typically inadequate. 

Yet, MoEs are essential aspect of planning and 
especially evaluating influence activities. A main aim 
of this report is to outline how to best address the 
confounding yet crucial issue of how to better predict 
(for planning) and assess (for evaluation) the effects of 
influence activities, using MoEs that are focussed on 
quality and variety of data and sound analysis based on 
robust theories of influence. In chapter 7, planning and 
evaluation of influence activities, including the use of 
MoIs and MoEs, is discussed in more detail.

Measures of Contexts (MoCs) take into account 
environmental, accompanying and contingent factors 
that have had a perceptible and noteworthy or significant 
bearing on events and outcomes. Examples of MoCs 
include unforeseen substantial events, like natural 
disasters or major political incidents. MoCs also include 
ongoing characteristics of the information ecosystem 
that impede, advance and/or shape influence messages, 
such as the actors and structure of the news media 
system). At the broadest level, MoCs can consider the 
socio-cultural and political-economic systems and in 
which actions are taken. Such factors can shape how 
actions are interpreted and responded to.

MoCs may also include analyses of counter-messaging 
by opponents and other narratives promoted by those 
simply competing for attention. If a counter-message 
is a direct response to one’s influence operation, this 
might also be regarded as a MoI; if the elicitation of 
counter-messaging is a specific campaign goal, then 
the analysis of such messages would be a MoE. As 
emphasised earlier, analysis should be framed by 
the aims of a campaign or the main concerns about 
influence activities under observation. ‘Why’ matters.

What are ‘influence indicators’?
The term ‘indicators’ as used in this report refers to  
(1) various sources and forms of information and 
representation that, (2) subject to careful analysis and 
interpretation, (3) enhances understanding, knowledge  
and insight and (4) supports improved decision making. 

The various sources and forms of information and 
representation3 are sometimes referred to as the actual, 
‘raw’, indicators. There are many; they vary greatly. 

2An analogous term, measures of success, is used in similar ways.
3‘Information and representation’ is used here to emphasise how 

some indicators may be measurable and factual while some may be 
less precise and more descriptive.

Section 1 - Influence Indicators in Principle
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Sources include pre-existing databases, archives 
and records, key informants, specialist experts, local 
communities, online users, and many others. The forms 
indicators take includes quantifiable measures such 
as the size and the characteristics of an audience, or 
a community group, positive or negative opinion as 
represented in opinion polling, the results of large-
scale survey or interview-based studies, to name a 
few. Qualitative indicators can include the key terms, 
themes and main narratives of an influence information 
operation, the core identities and/or values that 
define a social group, the existing political cultures 
and institutions that may shape individual and group 
decision making, and many more. 

Figure 1 provides an overview of the process and 
practice of influence with an idealized cross-section 
of the earth as a metaphor. Three layers of earth lay 
below ground and are therefore not directly observable: 
these reflect the micro, meso and macro layers of 
influence, respectively. Above ground, trees represent 
the products of those processes, where deep roots 
below ground give rise to that which is observable 
above ground. Each tree represents a different method 
via which the primary concepts can be indicated and 
assessed. In order to see the forest, the methods of 
multiple trees must be employed. 

These themes are expanded upon throughout the 
report and the Influence Indicators Tool Box outlined in 
Chapter 6 includes a comprehensive list of indicators. 

Careful analysis and interpretation refers to the 
methods that are applied to the information in order 
to derive conclusions from that data that may be used 
to develop understandings or explanations that have 
a wider application. Analysis can include quantitative 
approaches such statistical analysis, network analysis, 
and calculations of patterns over time,  
or using other categories such as demographics, 
locale, socio-economic status and the like. Qualitative 
analysis includes methods such as discourse analysis, 
thematic analysis, socio-cultural and political analyses 
of power relations, and historical analysis of, for 
example, strategic and political cultures. 

Analysis is never objective, and conclusions are never 
certain. All analysis includes choices and limits. Rather 
than objective, analysis is (and should be) purposeful. 
Rather than aspiring for certainty, conclusions can offer 
degrees of confidence and/or likelihood. 

The point of the analysis is to ‘contribute to enhanced 
understanding, knowledge and insight, supporting 
improved decision making’. This refers to the 
role influence indicators play in the planning, 
implementation, monitoring, and evaluation of  

influence activities, principally by enhancing target 
audience analysis and situational awareness. This can 
take the form of an assessment of the needs, attitudes, 
and values of a community at whom an influence 
campaign is directed, for example, or an appraisal 
of the key influential individual decision-makers as 
pertains to a particular influence outcome. In the case 
of assessments of impacts and effects, emphasis is 
on apparent changes (in behaviour, emotion and/or 
cognition) that are observable, discernible or inferred, 
and which may relate to influence activities.

Quality Indicators and Analysis
In the subsequent chapters, types of analytical 
approaches are outlined in more detail. Regardless of 
the methodological approach taken, there are some 
fundamental considerations that apply to all research 
and analytical methodologies. 

There are no perfect indicators, no ideal methods, 
and no flawless analyses. However, the following 
questions act as a set of guidelines and guardrails, 
steering analysis in directions that are productive and 
useful, and avoiding practices that can contribute to 
inadequate or misleading results.

•	 Purposefulness – The first and most fundamental 
question is: do the indicators address the target, goal, 
or problem set? (This is addressed below in terms of 
Goodhardt’s law.)

•	 Representativeness – Are the sampling methods 
sufficient to represent the population, time period, range 
of activities, or other elements to the extent required? 

•	 Reliability – Is the data a consistent representation 
of reality (fidelity)? Are the methods of measurement 
sufficiently precise and accurate? Are the sources of 
data trustworthy?

No data set will be exhaustive, but limited data leads to 
limited conclusions. Much analysis utilises convenience 
samples – data that is already available or is easily 
accessible. Common errors include focussing solely on 
content that is online, or populations that respond to 
online surveys, or utilising data from reports generated 
for other purposes. In studies of social and political 
issues in foreign contexts, a common limitation is not 
examining texts such as newspapers produced in the 
local language but rather relying on material produced 
in the major world languages or crude translations. 
Inferring generalisable conclusions from such restricted 
samples can be misleading. 

This is not to argue that studies should not be 
undertaken, or do not contribute significant insight, 
even if they have limitations. There are inevitable 

Chapter 1: The Principles of Influence Indicators
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and oftentimes unavoidable limits on the data 
that is available. Security protections, commercial 
confidentiality, personal privacy and other legal and 
ethical considerations impose limits. Also, there are 
practical and logistical realities, including constraints 
on time and budgets, as well as levels and types of 
expertise and experience, that limit the amount of data 
that may be gathered (or generated), collated, cleaned, 
and analysed.  

The causality conundrum
Influence analysis typically aims to identify and examine 
plausible and demonstrated causal relationships 
between influence actions and effects. One of the most 
accepted approaches to this is what Robert Merton 
(1949) influentially termed middle-range theory. 

Middle-range theory combines theory with empirical 
research, drawing on observable data and utilising 
analytical approaches that allow for a level of moderate 
abstraction, between the specific and the universal. 
This analytic approach highlights problems with causal 
arguments based in grand analysis of social systems 
that inadequately consider particular and contingent 
social behaviour, organization, and change. While all 
forms of analysis involve a level of abstraction, studies 
following a middle-range approach emphasise the need 
for conclusions to be modest and grounded in observed 
data of particular cases (Hedström, P. & Udehn, 2009). 

An example of employing a relevant middle-range 
theory approach in the analysis of influence is an 
appreciation that, in general, all audiences are active, co-
constructors of meaning in all types of communication. 
This type of approach is both “explanatory and 
exploratory rather than designed to generate precise 
universal relationships [building] a case for a causal 
relationship at some broader level even if the precise 
effect a variable will have in any individual case is 
unknown” (Mazarr, 2022, 24). 

Particular outcomes can be more precisely explained by 
combining the supportive framework of general middle-
range theories with more detailed, specific accounting of 
the circumstances leading to, or at least associated with, 
said outcomes. 

Hazards and limitations of 
indicators
Useful, quality indicators will provide means to analyse 
and understand a situation, action, actor, or outcome. 
They should: 
•	 be informative, in that they attempt to show things as  

they are; 

•	 be as directly relevant as can be to the target, goal, 
purpose, or problem set under analysis; 

•	 not be designed to make a point, demonstrate 
success, gain approval for a previously determined 
plan, or gain reward; and

•	 not be used only because they are readily accessible.

Among the most common errors that plague analysis 
and especially evaluative analyses of performance 
and outcomes are those related to the selection of the 
data used to inform the analysis and the associated 
assumptions made about this data.

Availability bias / Measurement inversion
A frequent and understandable error can arise out of 
availability bias, wherein the data that is conveniently 
available or easily accessible is relied upon. This is also 
referred to as measurement inversion – when “available 
metrics are used whether they are the right ones, 
rather than the factors that are the most important” 
(Macnamara, 2018, 145-146; see also Hubbard, 2007). 

This is understandable as (1) frequently data is difficult 
or expensive to source and (2) it is not always or even 
often clear to discern which data or factors are more, or 
less, important. Nevertheless, it is important to be alert 
to the dangers in the idea that ‘what can be counted, 
counts’ and seek to identify those factors and data that 
offer better explanatory potential.  

Confirmation bias
Confirmation bias occurs when evidence is sought only to 
support an established position or a desired outcome, or 
to buttress reasons why someone’s intuitions are correct 
(Mercier, 2022).

Sometimes, this is deliberate. In prosecutorial arguments 
such as those made in adversarial debates or legal trials, 
for example, opposing arguments will select evidence 
and structure arguments that support their case. (This is 
contrasted with the inquisitorial approach, which seeks to 
establish the truth of a matter.)

Confirmation bias may also be inadvertent. It may be 
a product of typical desires to be correct, to ‘believe 
too much in a favoured hypothesis’ (Klayman, 1995) 
and to achieve one’s goals by convincing others that 
we are correct. It may also be embedded into the 
approaches used in analysis, including the sampling 
method, the empirical methods used to generate data, 
and the premises of the analysis. We tend to see what 
we look for, and we are all positioned with pre-existing 
perspectives on and relationships to the subjects of 
our inquiry. No one is objective, although we can at 
least be aware of our subjectivities and factor that  
into the analysis.

Section 1 - Influence Indicators in Principle
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Goodhardt’s Law
Goodhardt’s law, associated with economist Charles 
Goodhardt, further addresses the risks associated 
with reliance on convenient, quantitative measures. 
Goodhart’s Law states that “when a measure 
becomes a target, it ceases to be a good measure.” 
Psychologist Donald T. Campbell, around the same 
time, echoed this sentiment, claiming “the more 
any quantitative social indicator is used for social 
decision making, the more subject it will be to 
corruption pressures and the apt it will be to distort 
and corrupt the social processes it is intended to 
monitor” (both cited in Harford, 2021).

In other words, when we use a measure to reward 
performance, we provide an incentive to manipulate 
that measure in order to receive that reward. 
This can sometimes result in actions that reduce 
the effectiveness of the measured system while 
paradoxically improving the measurement of 
system performance (Stumborg et.al. /Centre for 
Naval Analyses, 2022) It is more clearly explained 
with examples of Goodhardt’s law in practice:
 
•	 In an oft-cited historical example, French colonial 

authorities in Hanoi sought to reduce the rat 
population. They offered a bounty on rat tails. 
The measure for the authorities (tails) became, 
for the bounty hunters, the target. Enterprising 
bounty hunters bred rats, amputated their tails 
and kept them alive to breed further. Rats bred in 
the countryside were shipped into Hanoi for the 
bounty. The bounty hunters received their bounty; 
the rat population increased.

•	 In contemporary examples involving websites 
and social media platforms, metrics indicating 
reach (views, page views), and engagement 
(likes, shares, comments) are used to indicate the 
success of an online communications campaign. 
This can result in (1) the purchase of engagement 
from ‘click farms’ or similarly inauthentic online 
actors via the ‘dark PR industry’, and (2) the 
pursuit of these ‘vanity metrics’ through the 
creation of content that attracts attention 
and engagement, regardless of whether the 
campaign’s target audience has been reached. 

 
These examples illustrate how measures can reward 
actions despite those actions not leading to the 
achievement of the campaign goal or target. Worse, 
even when those actions result in the opposite of 
what is desired, they be measured as success - and 
rewarded as such, providing motivation for actors to 
either deliberately game the system or unwittingly act 
against a campaign’s goals.

As contemporary economist Tim Harford (2021, 59) 
explains:

Goodhardt and Campbell were onto the same basic 
problem: a statistical metric may be a pretty decent 
proxy for something that really matters, but it is 
almost always a proxy rather than the real thing. Once 
you start using that proxy as a target to be improved, 
or a metric to control others at a distance, it will be 
distorted, faked, or undermined. The value of the 
measure will evaporate.

Large data bias
Lastly, it is prudent to raise some warnings about the 
impact  
of large numbers. Especially in analysis of large 
populations and large online and social media metrics, 
large numbers  
are commonly cited as evidence of impact and effect of 
influence campaigns.

One example is the concerns arising out of reports that 
Russian-backed Facebooks posts reached 126 million 
Americans in the lead up to the 2016 US Presidential 
election. A first point to make is that, on the internet, 
there are a lot of big numbers: there are a lot of users, 
and a lot of content, online. So, 126 million may or may 
not be, relatively, large. 
 
A second point is that the large number may occlude 
smaller, more relevant results. In this case, according to 
Eady et.al (2023, 1):

exposure to Russian disinformation accounts was 
heavily concentrated: only 1% of users accounted 
for 70% of exposures. Second, exposure was 
concentrated among users who strongly identified 
as Republicans. Third, exposure to the Russian 
influence campaign was eclipsed by content from 
domestic news media and politicians. Finally, we find 
no evidence of a meaningful relationship between 
exposure to the Russian foreign influence campaign 
and changes in attitudes, polarization, or voting 
behaviour.

Big gets the attention, but influence is typically small, 
marginal. Small does not mean insignificant; slight 
changes can be decisive. Small numbers are also 
worthy of more attention because, while significant, 
they can by virtue of being small be difficult to see, 
or for their importance to be recognised. Thus, small 
numbers may be overlooked even when they are crucial 
or even decisive. 
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Conclusion – the use of indicators
Indicators are indicative, not definitive. 

Without indicators, decisions about planned activities, 
resources allocations, training needs and the like are at the 
risk of being made based on untested assumptions, the 
habits of past practice, the convenience of easily available 
options, or the demands of an unaccountable authority. 

With relevant, accurate indicators, assumptions can 
be tested, options considered, new scenarios explored, 
changed circumstances taken into account, and, 
ultimately, crucial - and often costly - decisions guided 
by suitable information and careful analysis.

This principle – the indicative and illustrative, not 
deterministic, nature of influence indicators – applies 
across the various levels of influence indicators that 
are examined in further detail in the following chapters. 
It follows from this that using a number of different 
indicators should result in more useful analysis. 

Another principle of influence is that the different 
levels at which it operates – micro, meso and macro 
-- are interrelated and mutual constitutive. Micro-scale 
influence affects decisions that are embedded in social 
groups and may have macro-scale effects. Individuals 
are embedded in groups, communities, and societies; 
nations are made up of institutions, constituencies, 
populations, economic systems and infrastructure 
networks. The relationships between these various 
levels of influence shape how influence operates. 
Therefore, while the following chapters are separated 
into three different levels, they should be considered  
as different aspects of integrated systems of influence.
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The micro level is informed primarily by the insights 
of cognitive and social psychological science. As 
a behavioural science, psychology is guided by the 
principles of operationalisation. Operationalisation,  
in psychology, is the process of defining the 
measurement of constructs that are theorised to 
exist but which are not directly observable per se. 
Operationalisation begins, however, with explicit 
conceptualization of how one discrete construct is 
different to another and clear theoretical propositions 
about how (for instance) changes in one construct  
may lead to changes in another. 

Our approach to ‘indicators’ is therefore informed by 
the theorising and conceptualising the ideas that were 
articulated in the companion report (West, et.al., 2023) 
and in what follows below, the primary insight appears 
before recommendations about indicators. 

As anticipated in Figure 1 (see p. 8), there are also any 
number of ways that such concepts may be inferred 
or directly measured/observed. Measurement within 
the psychological and social sciences is often based 
on self-report: people reporting (either via means of 
a survey, questionnaire or interview) whether a given 
construct aligns with how they see themselves or the 
world. However, other analyses may be inferential, 
drawing conclusions about a person, group or 
communities proclivities based on, for example, their 
behaviours or language use. 

An important caveat of operationalisation is that the 
principles and approach must be carried out in a way 
that is sensitive to the context of the specific “problem” 
and, ideally, with the perspective of the human perceiver 
in mind. That is, more reliable measures will also be 
those that are sensitive to the alignment between the 
measures or indicator, but also the context in which 
those apply (from the perspective of the human who  
is encountering or experiencing the phenomena  
in question). 

How people think about 
information: Need for mastery
People all have a fundamental need for mastery, that is, 
the capacity to understand, make sense of, and predict 
their environment. This broader need for mastery has an 
individual differences component, that is, people differ in 
the degree to which they are motivated to be masters of 
the environment, reduce uncertainty and/or enjoy effortful 
information processing. 

People who inherently enjoy more effortful cognitive 
activities will be more motivated to deeply engage with 
messages while people who adopt more intuitive “gut-
feel” modes of cognition will be more influenced  
by heuristics.

Several different explicit scales exist that assess how 
people approach problem-solving. For instance, the 
Need for Cognition scale (e.g., Lord & Putrevu, 2006; 
following Cacioppo et al., 1984) measures the degree 
to which a person engages in and enjoys thinking. It 
assesses attitudinal agreement with items like “I really 
enjoy a task that involves coming up with new solutions 
to problems”; “I usually end up deliberating about issues 
even when they do not affect me personally”. A related 
indicator is of uncertainty orientation, that is, people 
who are highly motivated to resolve uncertainty about 
themselves, their environments, or the consequences of 
their thoughts and behaviours (e.g., Shuper et al., 2004). 
Considerable research now shows that people who are 
high in intuitive thinking and low in analytical thinking 
are more likely to believe misinformation. Individuals 
and/or groups who agree strongly with items like “I am 
not very good at problems that require careful logical 
analysis” or “reasoning things out carefully is not one 
of my strong points” show evidence of intuitive thinking 
(based on the Relational Experiential Inventory; see 
McGuiness et al., 2017). 

By way of more observed (ethnographic or behavioural) 
indicators, people will “social reality test”, that is, test 
their ideas against those of others, especially during 
times of uncertainty and when motivated to meet 
mastery needs. Social reality testing occurs when 
people test their views about (non-objective) aspects  
of the social context by talking to other people and 
seeing whether their opinion accords with others. 
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A salient mastery need can also be observed where 
people are interacting together to seek and share 
information (even if that information is not accurate). 
The greater number or volume of such interactions 
indicates the salience of the mastery need at the 
community and/or population level. The volume of 
interactions on a given topic reflects the drive to arrive 
at a collectively shared understanding. The implications 
of such an understanding – whether it supports or 
impedes public order – will hinge on other factors, as 
described below. 

The role of threat: Salience of the 
mastery need
Some situations also make the need for mastery 
more salient, than others. Disasters, emergencies 
and existential threats (real or perceived) heighten the 
salience of the mastery need. 

Emergencies or threats can be both objective (directly 
observable) and also be perceived or subjective (in the 
eye of the beholder). An overt and directly observable 
emergency would be reflected in an official state of 
emergency relating to fire, flood, hurricane, or other 
natural or human-caused event. 

Threats can also be subjective and perceived by some 
individuals, groups or communities but not others. 
In these cases, one indicator might be explicit (self-
reported) threat from a given situation. Measures of 
realistic and symbolic threats assess the degree to 
which (for instance) a given group threats the economic 
or material opportunities (realistic threat) and/or the 
status of one’s own group (symbolic threat; see Stephan 
& Stephan, 2000; Stephan et al., 2009). 

An ethnographic or observed indicator may relate to 
language use: are there high levels of threat language 
(see Smith, McGarty & Thomas, 2018) evident in the 
online interactions of particular people, groups or 
communities? For instance, Smith et al. (2018) showed 
that use of words like “harm”, “risk”, “threat” denoted 
threat in the context of refugees. These could be 
assessed using topic modelling of online communities, 
digital media or other open-source information. 

Time (or not) to engage: 
Information processing
The micro, meso and macro-level mechanics 
of influence can differ based on the means of 
communication, the situation, or the context. Contexts 
that offer the opportunity for deep engagement will 

tend to be associated with central processing and will 
therefore need to present high-quality arguments to be 
successful. Contexts or media that do not allow time for 
effortful processing will be associated with peripheral 
processing, in which case heuristics (short cuts) will be 
more influential than complex, detailed argumentation.  

How much time does the recipient of the influence 
have to engage deeply/meaningfully with the ostensibly 
‘influential’ message? This factor can be both objective 
(i.e., how much time was a specific message available 
to the recipient) but also have a subjective dimension 
(did the recipient feel or believe that they had sufficient 
time to engage deeply?). 

Objective measures would look at the medium of 
communication and examine whether the message is 
presented for a long/short duration, as well as consider 
the array of other information that may be co-present. 

Measures of self-reported capacity to engage deeply 
versus superficially could be drawn from De Dreu 
(2003): (1) did you feel you had sufficient time to 
engage with [this information], (2) did you feel to be 
under pressure while reading [this information], and (3) 
was time left an issue of concern for you as you read/
heard about [this information]. 

How group memberships structure 
influence: Social identification
People have a fundamental need to belong, that is,  
a need to have and maintain relationships with other 
people and groups. This need to belong is often 
expressed via commitment to groups, that is, social 
identification. 

In some situations, group memberships (“we and 
us”) can become the lens through which we perceive 
the world and our interactions in it. Under these 
circumstances, social identities (group memberships) 
are far more important to understanding collective 
behaviour than personality or idiosyncratic attributes4.

There are many validated measures of social 
identification that can be used to explicitly assess the 
degree to which a given group (occupational, political, 
community, tribe, or nation) is subjectively important 
to how a person sees themselves. A single item has 
also been shown to be reliable and effective measure 
of social identification (Postmes et al., 2013): “I identify 

4Issues of social membership and connections are covered in a number 
of ways in Chapter 4, on meso-level influence, and regarding national 
identities also in Chapter 5. This underscores the authors’ view that joint 
and collective identities and social relationships are fundamental to 
understanding and observing influence.
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with [my group/category]”, followed by a 7-point scale 
to indicate agreement. Multi-dimensional measures of 
social identification assess the many facets of social 
identification including whether people are invested 
with (bonded to) the group, see the group as central to 
“who I am”, feel satisfied with their membership and/or 
perceive commonality with other group members (see 
Leach et al., 2008).

Social identities (group memberships) can also 
be inferred or observed without directly asking the 
perceiver. Online interactions and networks provide 
useful sites of information about subjectively important 
identities. At the linguistic level, use of collective 
personal pronouns (“we”, “us”) has been shown to 
reflect psychologically important identities (Pennebaker 
et al., 2003). In that situation, it is important to consider 
which group identity the use of collective personal 
pronouns refer to (i.e., who is the “we” or “us”). Some 
tools exist to infer group identity (Ashokkumar & 
Pennebaker, 2022) and in the context of specific 
group memberships (e.g., Koschate et al., 2021). More 
frequent interactions with (multiple) members of that 
group are also likely to indicate that the group will be 
more relevant than other groups. 

Mapping the psychological terrain: 
Multiple and shared social identities
People with whom a social identity is shared are seen 
as more important and credible sources of reality than 
outgroup members. Influence indicators can aim to 
identify and describe the group memberships at play in 
each situation to map the contours and fault lines  
of influence.   
  
The social world is complex; people can be committed 
to numerous, diverse groups in ways that shape 
behaviour. In the context of influence indicators, it is key 
to develop an understanding of the various groups and 
allegiances at play in a specific targeted community 
or group, how many groups are subjectively important 
(few, many), and how those (many) group memberships 
may be complementary or antagonistic to each other. 

At the micro level, this type of analysis can be 
developed using the Social Identity Mapping Tool (see 
Cruwys et al., 2016). The Social Identity Map (SIM) is a 
method for having people explicitly, visually represent 
and assess a person’s network of subjective group 
memberships, as well as their interconnections. The 
Social Identity Map conveys information about which 
identities “matter” for a given person, how many groups 
there are, and how those various group memberships 
relate to one another. 

For instance, membership of an occupational 
group (e.g., being a nurse) may be seen as more, 
or less, compatible with a political group that 
rejects vaccination (e.g., an anti-vaccination group). 
Aggregating these maps over people would build up a 
picture of the meaningful group memberships within a 
given community or sample, as well as tensions within 
them. Doing so may help to predict when the norms 
and values of one group (see below) could “spill over” 
into other groups where there are many members with 
common, shared multiple group memberships. This 
may show how groups influence each other, and thus 
how influence ‘works’.

Multiple and networked group memberships can 
also be inferred from social network analysis, that is, 
using observable interactions between individuals 
and groups. Using online and/or other observable 
behaviours/interactions, it is possible to build up a 
picture of the meaningful group memberships within a 
given community (clusters where people cohere), how 
those many groups relate/inter-relate (where there are 
interactions between those groups and their members), 
and identify central actors (people who appear to broker 
influence across nodes).  Maps of the psychological 
interconnections between extremist groups, for 
instance, may help to understand when such groups 
may exploit mutual connections to foster collaboration. 

Who we are: The role of group norms
Social identities are linked to group norms: informal 
rules that shape emotions (what “we”, that is, the group, 
feel), cognitions (what “we” think”), and beliefs (what 
“we” believe) of group members. Group norms explain 
why group members act in ways similar to each other 
but different to members of other groups. Such norms 
also affect who is deemed to have or lack authority and 
to help determine how information is processed within 
the group.

Group norms are the informal rules that govern “what 
it means” to be a member of a particular group (e.g., 
occupational group, nation, society). Despite its critical 
importance as a concept within the psychological 
sciences, measurement of norms has been a fraught 
issue (Reynolds, 2019); three considerations are key. 

First, group norms can relate to values, beliefs, 
behaviours and/or emotions (Thomas et al., 2009). It 
is important to be clear about which of these one is 
interested in, as some may be more of a factor than 
others, or they may operate in combination. 
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Second, any measure of norms must apply to the 
referent group that the norms “belong” to. Asking 
about norms in general without specifying the group 
membership will yield a more dispersed measure and 
have been shown to be lower in predictive value (Terry 
& Hogg, 1996). For instance, asking about the norms of 
Australians will be less instructive than asking about the 
norms of an Australian anti-vaxx community. 

Third, there is a distinction between descriptive norms 
- what “we” currently, concretely practice in terms of 
actual behaviours - and injunctive norms - what “we” 
should or would ideally do (see Goldstein & Cialdini, 
2011; Zou & Savani, 2019). The measurement should 
refer to descriptive norms in order to more usefully 
understand current patterns in behaviour, while 
injunctive norms are useful gauges of what is seen to 
be ideal within the group. 

Both types of norms are relevant for understanding 
how influence works. Descriptive norms may be 
instrumentalised to limit behaviours that are divergent, 
disruptive, or challenging to the status quo. Injunctive 
norms may be deployed to promote and legitimise a 
shift towards a ‘new norm’.

Norms of groups can also be inferred based on 
observed behaviours and an understanding of the fault 
lines of group memberships (see ‘social identification’ 
and ‘multiple and shared social identities’ above). 
What behaviours, aspects or features of that group 
differentiate them, relative to other groups? Are there any 
open-source records, interviews or formal statements of 
values, beliefs that can be used to determine what the 
group stands for? What are the patterns of language use 
in relation to, e.g., moral foundations, commonly used 
emotions, that distinguish members of this group use 
relative to members of other groups? 

“True” internalised behaviour (or 
not): Autonomy versus control
People have a fundamental need to feel that their 
individual and group interactions, and decisions, are 
self-directed and freely chosen.

People are driven to feel that their individual and group 
behaviour is freely enacted without undue external 
constraint or coercion. Measures of autonomy can be 
derived from research based on self-determination 
theory (Deci & Ryan, 2000). Task specific measures 
of autonomy relate to particular tasks or behaviours 
(e.g., “At work, I often feel like I have to follow other 
people’s commands”; see Van den Broeck et al., 2010). 
Cross-culturally validated trait level measures gauge the 

importance of the need for autonomy in the abstract 
(e.g., “I feel my choices express my true self”; see Chen 
et al., 2015).

One of the reasons it matters to foster an appearance 
of autonomy is people who are autonomously 
motivated will be more likely to enact a given set of 
principles, attitudes or behaviours even in private. 
Psychologists have long debated the distinction between 
public conformity (conforming to appearances sake 
without really agreeing) and private acceptance (deep 
internalised support for a stance or position). 

An important implication of the distinction between 
autonomous versus controlled motives is that 
autonomously motivated behaviours will be more likely 
to be enacted even in private. Do people appear to be 
engaging in behaviours because they have a “true”, 
internalised belief that it is the right thing to do? Or might 
they be doing so because they have been constrained 
by other pressures (social, economic) to engage in a 
particular behaviour or assert a particular position? Is 
there a disparity between public and private statements 
or practices? If so, then that may indicate that the 
underlying motivation is not internalised partly because 
the autonomy need has not been satisfied. 

Authority-based influence: 
Legitimacy of authority 
People will accept and enact the vision of an authority 
(Turner, 2005) when that authority fosters a shared 
sense of identity between themselves and the group. 

Authority-based influence will be more effective where 
that authority is seen to represent the qualities of 
the group, actively seek to benefit the group (versus 
themselves or other groups), cement the reality of the 
group, and deliver structures that improve the lives of 
group members.  

Relationships between civil groups, movements and 
authorities are central to understanding influence5. 
The Identity Leadership Inventory (Steffens et al., 
2014) measures four dimensions of identity leadership 
relevant to capturing the relationship between a group 
and an authority. The four items capture an extent to 
which a given leader or authority represents “one of 
us” (e.g., “this leader embodies what [the group] stands 
for”); promotes the interests of the group (e.g, “this 
leader acts as a champion for [the group]”); crafts a 
sense of the group and its members (e.g, “this leader 

5This point is developed in relation to civil society and social 
movements in Chapter 3.
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creates a sense of cohesion within [the group]”); and 
engages in activities that benefit the group (“this leader 
creates structures that are useful for [the group]”). The 
Identity Leadership Inventory has been validated across 
20 countries (Van Dick et al., 2018). 

Collective language will make a leader or authority more 
likely to be influential. Steffens and Haslam (2013) 
showed that the use of collective pronouns (“we”, “us”) 
predicted the success of Prime Ministerial candidates 
in all 43 Australian elections prior to 2013. Language 
and behaviour of authorities or prospective leaders 
can be studied to identify the elements above; where 
those elements (from the perspective of the group or 
audience that they are seeking to lead), the authority 
will be more influential. Language Style Matching could 
demonstrate the degree to which there is similarity 
(convergence) in the language patterns/use of the 
authority and group members (see Askokkumar & 
Pennebaker, 2022). 

An effective way of exerting influence is to craft a higher-
order social identity between two groups but these 
should still incorporate meaningful recognition of the 
strengths and unique attributes of the sub-groups. On 
the other hand, coercive tactics used by an authority or 
leader makes salient disagreement with and difference 
from the source (an intergroup divide), promoting private 
rejection even if it elicits public conformity.

Evidence that a leader or authority is coercing group 
members (constraining their free will, violating need for 
autonomy) will violate the identity-based links between 
leader and follower and render them less influential.  



20

Chapter 3: Influence Indicators  
– Meso Level

The meso level accounts for the ways in which group 
and community factors affect influence, including 
through connecting and altering relationships between 
micro and macro factors. Meso indicators relate 
to relationships between individual social identities 
and group connections, and how in turn these shape 
attachments to society at large.  

This meso level perspective addresses two typical 
problems confounding the design and evaluation  
of influence campaigns: 
1.	 influence being overly conceived in terms of 

economic factors and self-interest, with the extent 
and nature of influence effects often incorrectly 
assumed due to a failure to appreciate the way in 
which attachments to civil society work as a type of 
intervening variable in meaning making. 

2.	 influence being overly comprehended as an 
interpretation act at the level of the individual in 
ways that do not adequately account for changes 
in identity and worldview from socio-political shifts. 
This results in approaches that tends to either: (a) 
generalise influence effects without significant 
account for the high levels of cultural diversity 
found in contemporary societies, or (b) comprehend 
interpretation and social action in universalistic 
ways that downplays how influence is altered by 
circumstances.

To address these concerns and provide a framework for 
better understanding and analysis, this section outlines 
meso level national security concerns and indicators 
in relation to developing and evaluating influence. Each 
category includes a discussion of existing indicators 
that are currently utilised in comprehending influence 
and consideration of how other indicators can be 
utilised. 

National solidarity and identity
The sense of shared nationhood is a central 
mechanism of social cohesion in the contemporary 
world (Smith, 2008) and national identity is also a 
prominent factor that sees that some nation-states 
have a cultural influence over others. 

The level of national solidarity can be measured using 
a variety of proxy data, most prominently attitudinal 
surveys on national identity, national pride, and national 
belonging. Such data include the World Attitude 
Surveys, International Social Survey Programme, 

the Australian Social Attitudes, the Gallup surveys,  
and Pew surveys. Occasionally these surveys also 
address whether the economic and cultural influence 
of foreign nations is viewed positively or negatively by 
different publics.

Whereas most studies of influence tends to be viewed 
in relation to the extent to which nations engage in 
the production of culture (see popular culture section 
below), attitude surveys such as that run by Pew 
frequently ask samples of national populations how 
favourable is their opinion of certain countries and 
how they perceive of a particular country’s handling 
of contemporary issues or periods of crisis, with 
respondents frequently asked for comparison to be 
made with their own country, providing an indication of 
cultural deference. 

The research on national solidarity and identity 
indicates that one’s sense of belonging is often 
shaped through the interconnected processes of 
self-identification and ideological influence (Calhoun, 
2007; Kaplan, 2018). Both processes are facilitated 
through various large-scale social organisations: state 
institutions, educational systems, mass and social  
media, private corporations, religious organisations, and 
civil society groups.

The intensity and stability of national solidarity are 
also moulded by contexts of everyday life including the 
family, friendship, and peer groups, all of which impact 
on one’s  
sense of nationhood and relationship to foreign 
cultures.  
Thus, the strength and nature of national attachments 
depends on organisational, ideological, and group-
interactional grounding (Malešević, 2019). In this 
context national solidarity generally tends to be stable 
with a relatively high degree of identification with one’s 
nation.  

Sociologists of everyday nationalism have 
demonstrated that banal forms of national 
identification, such as presence of national flags and 
other demonstrations of national spirit at sporting 
contests, or news categories that separate the national 
from the international, are crucial in reproducing the 
nation-centric view of the world (Fox, 2017; Skey, 2011, 
Billig, 1995). Hence, such representations of the nation 
have a strong connection to social influence.
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Malign social influence can significantly undermine 
a sense of shared nationhood, such as by the spread 
of misinformation and conspiracy theories that target 
the subject matter and events that normally reproduce 
national solidarity. Such malign activities can focus on 
amplifying ethnic and racial tensions in the country as 
well as on enhancing social and political polarisation 
among different groups in the society (see social 
polarisation and conflict section below). Malign influence 
can also target social stratification and foster class 
conflicts and socio-economic polarisation within society. 

In the area of national solidarity and identity there is 
considerable scope for the development of additional 
indicators specifically related to influence and national 
security. Although survey-based measures drawn from 
large international surveys offer indicative measures of 
general trends in national identification, they are typically 
based on a limited number and highly prescriptive 
questions (Latcheva, 2011) that do not capture well the 
complex dynamics of how the nation, national solidarity 
and identity are conceived in different countries6. 

For example, questions referencing patriotism are 
affected by different comprehensions of the term. 
Patriotism in some national contexts and amongst 
certain groups is frequently associated with extremist 
forms of nationalism, even fascism; elsewhere or 
amongst others it is associated with post-colonial 
liberation and institutional democracy. 

Results drawn from standardised international surveys 
should therefore be utilised with this in mind while 
efforts can be made to add more targeted questions 
to such survey instruments or commission more in-
depth nation specific survey research and polling data. 
Survey research specifically focussed on nationalism 
is particularly significant for testing assumptions about 
levels of attachment transnational groups and younger 
generations have to their nations, with data showing 
this is often stronger than assumed (Fozdar & Spittles, 
2010; West & Aarons, 2016).
 
Large-scale surveys should include (or at least not 
disguise or dismiss) the ways in which national 
solidarities are shaped by regional, local, religious, 
ethnic and other forms of collective identification. 
Indicators of national solidarity related to influence 
campaigns need to ensure non-national form of 
identification such as those connected to tribes,  
cities, cyberspace, and the global polity are adequately 
addressed (Adamson, 2016).

Supplementing quantitative measures with qualitative 
interviews, participant observation and ethnographic 
methods can also address over-reliance on narrow, 
decontextualised, quantitative snapshots of popular views 

that capture a specific moment in time and inadequately 
consider social complexities (Malešević, 2013). 

Civil society
A vibrant and healthy civil society is widely viewed as 
beneficial for democratic polities, enriching the lives of 
citizens, strengthening the rule of law and confidence in 
core institutions, and rejecting authoritarian and uncivil 
tendencies that may spread among subgroups. Civil 
society tends to moderate destructive forms of conflict, 
while promoting other forms of contestation – for 
example highlighting injustices, rallying for the rights 
of the oppressed—and in doing so reaffirming the core 
values of democratic states. 

A critical measure for the vitality of civil society is 
its degree of organisation and coordination. Much 
research has focussed on measuring the number of 
voluntary organisations and the membership of those 
organisations (Pietrzyk-Reeves & Samonek, 2023). More 
challenging forms of data collection finds linkages in 
these data, creating social network analyses that can 
reveal the density of active civil society participants in 
any given social environment.

Measuring the number of organisations, their 
membership and their activity is valuable, but it is not a 
comprehensive indicator of civil society as it relates to 
influence. Other elements, such as access to resources, 
regulatory context, values, and especially effect have all 
been of concern for scholars in their attempt to advance 
measurement about civil society (Anheier, 2004). 

Assessing each of these factors poses significant 
challenges. Access to resources, for example, 
may appear to be a straightforward measure, 
based upon budgets and personnel. However, less 
tangible but critical resources - symbolic power, 
legitimacy, access to policymakers, and so forth – 
also require consideration. Regulatory contexts can 
be considered constant when comparing within a 
single legal jurisdiction but not when international or 
transnational organisations operate in varied regulatory 
environments, which complicates analysis. Values can 
be assessed through analysis of mission statements, 
codes of ethics and similar internal documentation, but 
organisational culture can often trump such declaratory 
documents. Finally, effect, the degree to which an 
organisation affects its setting can be hardest to 
measure, since so much of what civil society entities 
accomplish is only fully realised as it contributes to 
multi-dimensional processes. 

6 Surveys of national characteristics and capabilities are discussed 
further in Chapter 4.
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Empirical approaches emphasising metrics of size 
and frequency can be supplemented with qualitative 
indicators to measure the symbolic vitality of civil 
society and the ways its activity resonates with publics. 
This typically involves examining the discourses/
narratives being advanced and interpreted by publics. 
Measures of effect then should look broadly at what an 
organisation accomplishes in terms of public debate 
and opinion, rather than at quarterly reports or other 
short-term documentation. 

Social capital and trust 
Social capital frequently overlaps with civil society and 
the potential it has for encouraging democratic political 
participation. However, social capital indicators also 
relate to measurement of broader forms of participation 
in public activities outside of engaging in institutional 

7Misinformation and disinformation, and efforts at addressing such 
malign influence efforts are discussed further in Chapter 5.

politics such as involvement in clubs, non-political 
associations and even socialising with family. These 
serve a similar function to civil society activity by 
protecting the civic space. 

Misinformation and disinformation7 can be transmitted 
through such social interactions, however, they can 
promote resilience to malign influence efforts through 
maintaining and reinforcing levels of social trust. 
For example, institutions such as clubs, schools and 
universities, facilitate intercultural knowledge, attachments 
and bonds amongst diverse individuals, making it less 
likely that malign information resonates with audiences 
(Andreouli & Howarth, 2019; Wesssendorf, 2014). The 
focus here is measuring how an openness to cultural 
diversity and difference can be measured as it relates to 
local interactions and ordinary occurrences between those 
from different cultural backgrounds. 

Section 1 - Influence Indicators in Principle

Engagement with family differs in that it may not involve 
experiences with diversity, but the social attachment 
it affords can be significant in providing a resilience to 
extremism. For example, family engagement as it is 
increased through marriage and de facto relationships 
is consistently identified as one of the main protective 
factors against violent radicalisation (Harpviken, 2020). 

Surveys that measure how people spend their time 
doing various activities, and how this is distributed 
across activity categories such as paid work, leisure, 
family, caring and housework, contain important 
indicators of such general forms of social capital. This 
includes data from common questions about whether 
the respondents attend local meetings, are involved 
in social clubs or engage in volunteer activities. These 
surveys, such as the Australian Bureau of Statistics’ 
(2020/2021) ‘How Australians Use Their Time’, are 
useful in providing longitudinal descriptions of changes 
in social structures and involve sufficiently large 

samples for comprehending how this occurs differently 
in various social and demographic groups. 

It has been estimated that most nations have some 
type of time-use data available (International Labour 
Organization and United Nations Development 
Programme, 2018, p. 7) though the quality and 
methodologies used are diverse and inconsistent. 
Such time-use surveys are much more established in 
countries with higher levels of economic development, 
democratisation and political stability. For example, it is 
estimated that only 24 of the 53 countries in the Asia-
Pacific region have conducted at least one time-use 
survey (International Labour Organization and United 
Nations Development Programme, 2018, p. 7).

Cosmopolitanism as practice
Social capital is relevant to influence as interconnectedness and interactions with others often facilitates 
social cohesion. Early sociological literature of societal integration often was not strongly grounded in 
empirical analysis and tended to be solely concerned with major commemorative, celebratory or disruptive 
events as they were experienced by the mass (Lukes, 1975). In contrast, recent research traditions have 
paid greater empirical attention to everyday life, minorities and the cognitive dimensions of interactions in a 
variety of contexts. For example, contemporary Australian studies have sought to move beyond established 
philosophical and ideological discussions about cosmopolitanism and nationalism to be concerned with how 
ordinary citizens from different cultural backgrounds interact and cohabitate (e.g. Noble, 2013). This focus on 
practice, a term sociologists use to refer to social structure and agency being observable through everyday 
experience, has illustrated the danger of only comprehending levels of social cohesion in society in relation to 
what people believe (e.g. surveys) as this can differ from the commitment people have to folk civic virtues as 
derived from ethics of conviviality and civility.
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Even well-established formal time-use surveys are 
often limited by the perceived need for a standard 
and consistent set of questionnaire items and the 
frequency around which they are undertaken. Economic 
considerations can see survey questions privilege paid 
work over leisure activities. 

To address the limitations of time-use surveys, Putnam 
(2001) has pointed to the utility of the broad and 
frequent research undertaken by marketing firms, 
arguing even questions such as how often respondents 
go on a picnic or entertain friends at home can provide 
useful social capital indicators.  

Social capital is also utilised by individuals for their own 
benefit, for example social media influencers being paid 
for endorsing commercial products to their networks of 
online followers. 

Further social capital research is needed in how online 
engagement can be used to build social capital and 
social trust as it relates to security issues. While online 
activity is now commonly seen as a mechanism 
through which malign influence operates and a space 
in which deradicalisation program can work through 
individual cognitive strategies, the online world is also 
a space where resilience through social capital can 
potentially be built.

Social polarisation and conflict 
Social polarisation, referring to a radical partisanship in 
society, is observable in high levels of intolerance, hostility, 
animosity, and hate speech, as to become a threat to the 
civil virtues and rights that underpin democracy. 

Most measures of polarisation in politics and related news 
media consumption have focussed on the United States 
where it has worsened for decades and is in a particularly 
dire place. While this has not been uniformly experienced 
elsewhere, there has been widespread growth of populist 
politics over the last decade. 

Abramowitz and Saunders (2008) and Webster and 
Abramowitz (2017) have been central to examining 
indicators related to political polarisation in the United 
States, and how this can be seen through examining 
‘the most interested, informed, and active citizens’ 
who ‘are much more polarized in their political views’ 
(Abramowitz & Saunders, 2008, p. 554) relative to the 
rest of the population. 

The measures used by Abramowitz and Saunders 
(2008) are varied and comprehensive: they compiled 
data on voting behaviour, participation in campaign 
activities, political expression (wearing partisan buttons, 

putting partisan bumper stickers on cars, placing yard 
signs and so forth), and attitudes toward specific political 
figures. Their core indicator of polarisation was the 
decline in the middle values – beliefs that were previously 
held by the majority in society and an acceptance that 
certain domains are not appropriate for political partisan 
conflict. Instead, many of the indicators they analysed 
show a politicisation of a greater number of social issues, 
with concerns now being expressed more intensely and 
more divergently. Indicators of this sort are somewhat 
case specific and need to be tailored to different cultural 
and political contexts.

The extent of political polarisation is contested. Care 
needs to be taken in identifying indicators of political 
polarisation and influence. Fiorina and Levendusky 
(2006), for example, have argued that the coding and 
aggregating procedures used to analyse political 
polarisation in the United States frequently exaggerate 
attitudinal divides and ignore data measures that 
suggest little change over recent decades. 

However, in terms of specific forms of influence, several 
factors, pre-dating the 2000s, appear important: 
1.	 the decline of trust in media (reflected in national 

polling on confidence in institutions); 
2.	 the declining faith in professional journalism as a field 

(reflected in polling on professionalism and trust); 
3.	 the rise of misinformation and disinformation from 

foreign actors in nondemocratic states (described in 
reports from think tanks, research organisations, and 
intelligence agencies); and 

4.	 the concomitant rise of radicalisation among 
vulnerable populations targeted through social media. 

Noting these trends, fringe political groups as well as 
mainstream politicians in many nation-states have 
increasingly sought to mobilise support from these 
radicalised populations.

It is notable that political polarisation is occurring 
against a backdrop of rising economic inequality. Real 
and perceived disadvantages arise from globalisation 
and neoliberal deregulation of national economies. 
While relationships between inequality and social 
cohesion have traditionally been considered in relation 
to the working class and under class, recent concerns 
about political polarisation lie (also) with the middle 
class, which is smaller than in previous decades and 
relatively less affluent (Kochhar, 2024). 
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The trajectory of this group has advanced discourses 
about the end of the national dream, namely that hard 
work and educational achievement leads to financial 
security and a comfortable lifestyle. The associated 
discontent has been an important factor explaining 
increasing sympathy for populist political messages 
and promises (Gest, Reny & Mayer, 2017).  

However, not all social conflict is destructive and not 
all passionate people or angry groups are radicalised. 
Here, measures of civil society must be balanced 
against indicators of social polarisation to protect 
pro-democratic forms of social conflict, contesting 
injustices, rallying for human rights, and so forth. 

Many measures of polarisation reveal declining levels 
of indifference and increasing levels of concern at 
both extremes of a given spectrum. Scholars tackling 
this issue in earnest tend to look for a wide range of 
measures and then seek to integrate their findings. 
Key measures of partisan identification can be 
misleading since these can reflect socially desirable 
reporting. Measures of behaviour – as active as 
participating in campaigns or as passive as putting a 
bumper sticker on a car – should be compared with 
attitude data. Furthermore, as polarisation does not 
necessarily undermine the system, it needs to be 
seen in the broader context of social trust, such as 
tracing media use and sense of fairness and validity in 
various sources of knowledge (including anonymous 
information from the Internet).

Anti-government sentiment
Perceptions of injustice in governance systems relate 
to issues of legitimacy (Allan et al., 2015) and how 
the state is conceived by the citizenry. Legitimacy is 
relevant to influence in that it shapes levels of deference 
to institutional expertise, such as in relation to health 
and social issues, and conformity to laws (Button 
2020; McLean & Wolfe, 2016). A failing of legitimacy 
can result in problematic forms of patriotic sentiment, 
promoting militia activity and political violence.

Contemporary research regarding anti-government social 
movements have focused on indicators that identify 
high-risk groups and individuals and the nature of their 
language use. This research has largely been conducted 
in the Anglosphere (Smallpage et al., 2020) but there is 
increasing research on how such sentiment plays itself 
out in post-colonial contexts in the Indo-Pacific, although 
this typically relates to religious-orientated terrorism 
(Wan Mohd Nor & El-Muhammady, 2021). 

Recent, common indicators of anti-government 
sentiment include monitoring expressions and their 
reactions on social media platforms (Nguyen & Gokhale, 
2022). Such monitoring often uses computational or 
manual collation and analysis of online content without 
interacting with social media account holders (Darius 
& Urquhart, 2021; Marcellino, 2021). Related indicators 
include surveying the public on defined factors 
associated with anti-government sentiment (Kim et al., 
2018). Other indicators include rates of disrupted violent 
plots reported by law enforcement to collection bodies, 
where these plots are associated with anti-government 
extremism (Bjørgo, 2023). 

Indicators of anti-government sentiment also include 
assessing interactions within high-risk groups, as well as 
how disparate radicalised groups may interact together. 
These assessments include tracking media content 
and online communications monitoring of known or 
emerging groups, with law enforcement and researchers 
assessing communication strategies and platforms used 
within and between these groups (Avramov, Gatov & 
Yablokov, 2020; Leal, 2020). 

Such indicators include assessing when and why 
disparate extremist groups with differing concerns 
coalesce and come together around newfound shared 
meanings (Meyer & Whittier, 1994; Zhou & Yang, 2021). 
This conjoining or collaborating is often done to bolster 
support and the social effect of group efforts of disruption 
(Meyer & Whittier, 1994; Zhou & Yang, 2021). 

Further indicators identify shared bonds between 
high-risk groups. These efforts have largely shown 
that groups find shared belonging, value and meaning 
through expressing perceptions of injustice or grievances 
of some kind, sharing conspiratorial, extremist and/or 
anti-government beliefs (Scrivens, 2024). 

For example, recent research has established that 
perceptions of hardship, inequity and inequality, such 
as discrimination and social injustice, combine with 
other social problems, such as poverty (Fisher & Dugan, 
2019; Franc & Pavlović, 2018; Poli & Arun, 2019) or social 
exclusion (Centre for Resilient and Inclusive Societies, 
2021), to increase the likelihood of some people 
participating in extreme resistance behaviours including 
political violence (Allan et al., 2015; Mirahmadi, 2016; RTI 
International, 2018; Veldhuis & Staun, 2009). The recent 
systematic review by Akram and Nasar (2023) clearly 
indicates how assessments mostly analyse social media 
to identify what is discussed to establish a level of risk 
and any needed intervention.
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Finally, indicators also address forms and pathways 
of resource exchange between groups and their 
supporters (Freeman & Ruehsen, 2013; Keatinge & 
Danner, 2021). Enabling social movements to campaign 
and form organisations has been a well-used strategy 
to politically destabilise the citizenry and, therefore, the 
state (Cull et al., 2017; Herman, 1996; Kragh & Åsberg, 
2017; Kux, 1985; Matthews et al., 2021; Pearson, 2019; 
Walton, 2019). Financial exchanges are relatively easily 
tracked but resource exchange continuously evolves 
with technological advancements, and monetary and 
non-monetary exchanges are often facilitated along a 
pathway of concurrent exchanges, frequently involving 
both related and disparate high-risk groups (Keatinge & 
Danner, 2021). 

Less published research addresses how law 
enforcement assesses in-person interactions and 
expressions between groups, a well-established 
means to gauge communities of interest and what is 
going on within and between groups (Akbar, 2013). 
Contemporary efforts seem to infrequently assess 
related offline interactions compared to online 
monitoring, outside of saying the two are related.  
Offline monitoring remains significant due to its 
relevance to the well-known realities of online 
communications interrelated with and moving 
to offline violence (Leap & Becker, 2023). Offline 
monitoring may occur through direct engagement 
with moderate group members (Marcellino, 2021) or 
traditional clandestine activities. 

Small group dynamics and  
political violence
Sociological research outlines how small group 
dynamics is at the core of human motivation for 
violence (Malešević, 2022; Collins, 2022, 2008; Kalyvas, 
2006; Sageman, 2004; Smith, L. G., Blackwood, L., & 
Thomas, E. F., 2020, Thomas, E. F., McGarty, C., & Louis, 
W., 2014). Recent studies on the motivations to join 
terrorist networks, revolutionary cells and paramilitary 
organisations demonstrate how interpersonal dynamics 
of small groups play a decisive role in the process 
(Hassan, 2011; Collins, 2022, 2008; Kalyvas, 2006; 
Sageman, 2004). Close kinship and friendship networks 
operate as key hubs for recruitment for violence and are 
central in facilitating violent radicalisation. 

Small group dynamics might be responsible for many 
forms of benign social influence. For example, a strong 
sense of meso level group attachments such as clan, 
tribe, kinship and deep comradeship bonds can weaken 
or destabilise social cohesion at the national level.
Small groups can develop strong internal social ties that 

might diminish national solidarity. Such actions can 
range from protest groups and other non-violent forms of 
political resistance that challenge the existing social and 
political order to isolationist policies exemplified by the 
anti-state communities and anarchist or environmentalist 
communes that challenge the existing model of nation-
state. However most such actions remain non-violent 
and are usually not a threat. 

However, violent social organisations including terrorist 
networks, far right movements, radical left-wing groups, 
gangs, and criminal cartels do utilise small group 
dynamics for malign social influence. Traditionally, 
these groups have recruited their members through the 
family and friendship networks (Atran, 2011; Gambetta 
& Hertog, 2016; Sageman, 2004). Meso level groups 
are also crucial for hiding members from police and 
military: the strength of kinship and friendship bonds is 
crucial in the existence of support networks.

Small group dynamics have also been instrumental in 
provoking race and ethnic riots that can significantly 
undermine the security and cohesion of the social 
order. Pathways from radical rhetoric to violence are 
often mediated through neighbourhoods, schools, 
workplaces, and common leisure activities where 
friends and family members can directly influence  
each other. 

Small group dynamics can partially be traced through 
the analysis of individual and collective behaviours 
online (Scrivens at al. 2020), where some radical groups 
are very active. Interactions can be used to explore the 
dynamics of deep comradeships, friendships, and close 
family networks. Once the pattern of these relationships 
is identified they can be followed, and their activities 
can be analysed online and offline using forms of social 
network analysis. 

Generational divisions
Generational differences in relation to influence 
attempts, whether malign or benign (Ahlfeldt, Maennig, 
& Mueller, 2022) have been analysed in Western nations 
but less so in non-Western nations where younger 
people are a greater percentage of the total national 
population and may have a larger political significance. 
Studies of young people in relation to generational 
differences have generally drawn on survey research, 
focusing on conceptions of democracy and political 
discontent (Ballard-Rosa, Carnegie, & Schonfeld, 2023; 
Nugent, 2019).
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A range of indicators have emerged around the 
way in which influence attempts may result in the 
radicalisation of youth, most in the context of the US 
led ‘war on terror’. This research generally finds that 
economically and socially marginalised or vulnerable 
individuals are more susceptible to radicalization and 
violent extremism (Franc & Pavlović, 2018; Poli & Arun, 
2019; Stokes, 2014). From this perspective, approaches 
to countering violent extremism are closely related 
to structural strategies proposed for combatting 
crime and recidivism rates, including issues of family 
dysfunction, institutionalisation, and employment and 
training (Subedi, 2017). 

There has been increased attention to young 
populations in the mid-school years, a group previously 
assumed to be largely exempt from radicalisation 
influences. Indicators of susceptible youth have been 
drawn from subjective risk assessments by adults 
working with young people (van de Weert & Eijkman, 
2020). For example, the UK’s PREVENT programme 
aims to identify pre-crime/extremist behaviours 
and profiles in schools (Acik, Deakin, & Hindle, 2018; 
Mattsson & Säljö, 2018). 

Indicators here mostly seek to assess or survey youth 
behaviour along a pathway of escalation of predefined 
factors. These factors include family dysfunction, and 
association with others often by assessing beliefs 
(Kruglanski et al., 2014; McCauley & Moskalenko, 
2008; Veldhuis & Staun, 2009), alongside assessing a 
range of cognitive behaviours (Baruch et al., 2018; Gill, 
Horgan, & Deckert, 2014; Gøtzsche-Astrup, van den Bos, 
& Hogg, 2020; Mirahmadi, 2016; Selim, 2016). 

Notably, such measures have largely been established 
through assessment of adult populations, which may 
not be applicable to children and young people.

Overall, it is often assumed that young people will be 
more politically progressive than older generations, yet 
this is not uniformly the case. There is also no singular 
or accurate profile of a ‘violent extremist’ whatever the 
age (Pisoiu et al., 2020). Noting this lack of consensus, 
we need to be critically reflexive of risk assessments 
and prevention programs (Borum, 2011) which 
might inaccurately profile certain groups, leading to 
misdirected resources, and can promote further distrust 
from those groups. 

Multi-context measures rather than mere generational 
factors are frequently more accurate in establishing risk 
profiles (Marsden, 2020). These approaches argue for 
capturing diverse context through employing a variety of 
objective and subjective reports related to tracking group 
and individual political views, expressions of belief, and 
cognitive elements (Borum, 2011; Nugent, 2019). 

Social Crisis
Crisis events can be recognised in terms of their distinct 
phases each with empirical indicators and structural 
properties. A prominent model used to comprehend 
social crises is Victor Turner’s (1986) conceptualisation 
of social drama (Cabot, 2023). Turner argues that 
social crises are characterised by four phases - breach, 
crisis, redress, and reintegration - each with their own 
indicators (1986. 105):

•	 Breach involves the perception of a norm, law or 
community standard being crossed. Reactions, 
including panics, may arise from relatively minor 
events. Indicators of this initiation of a social 
drama are organised collective action (including 
concentration of media attention to the topic) and 
heightened level of campaigning by interest groups, 
particularly for the issue to be addressed through 
direct action by the state (including new laws). 

•	 Crisis involves an escalation of the social drama, 
including growing evidence of social conflict and 
increased polarisation. This is a period of social 
schism when people take sides. This can take on 
liminal characteristics with established political and 
cultural orders subject to questioning.

•	 Redress takes place as efforts at conflict resolution 
and arbitration come into play. Symbolic sacrifice and 
scapegoating may also take place here. This stage 
though can fail, with a return to the crisis stage.

•	 Reintegration involves the offending social group 
being joined again to mainstream society, or else “the 
recognition and legitimation of irreparable schism” 
(Turner 1986: 35).

There is a continuity of influence that derives from social 
dramas, with many having a place in collective social 
memory, providing a cultural template for how similar 
events in the future may be understood. Social dramas 
also resonate as they not only become about the specific 
issues but can take both the form of “entertainment and 
a metasocial commentary on the lives and times of the 
given community” (Turner 1986, p. 39). 

Most analysis of social crisis involves analysis of 
public discourse (Smith, 2005), typically media that 
is (a) serious and involves the civil sphere rather than 
that which is peripheral or primarily entertaining; (b) 
is of an extended nature allowing for appreciation of 
the complexity in discourse; (c) analysed in terms of a 
genre that is cross-national allowing for comparability. 
Broadsheet newspaper and quality magazines are 
frequently used in assessments of events though new 
online platforms increasingly provide indicators of 
heightened times. Comparative analysis of different 
media facilitates understanding of how the one social 
crisis or disruption can play itself out through multiple 
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public spheres. This allows insight into how multiple 
public spheres interact, rather than assuming societies 
only have one discursive sphere. 

Social influence campaigns during times of social 
crisis require more consistent monitoring due to 
the propensity for narrative shifts, including through 
the emergence of counter narratives (West, 2008), 
with new genres being utilised and alternative forms 
of meaning being established. The methodological 
tools for considering influence during times of crisis 
though also needs to be carefully considered, with 
what is appropriate for stable time periods potentially 
inappropriate for crisis. Influence efforts will be 
dependent on the stage of crisis, with the effects 
of influence campaigns needing to be considered 
in relation to their distinctive characteristics. Clear 
empirical indicators based on discursive material 
should be developed in his regard. During times of 
social crisis normal counter influence strategies that 
rely on rationalist approaches are likely to become 
ineffective, with more symbolic and affective forms of 
disruption potentially more effective.
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This section considers influence indicators at the 
macro scale. This includes actors at the level of national 
institutions, nation-states, and regional and multilateral 
bodies, and discusses indicators of the influence these 
actors might possess, including: 
•	 Assessments of unilateral national power, including 

tangible measures of economic, demographic, and 
military assets;

•	 Assessments of bilateral (two nations influence over 
each other) and comparative (relative influence of 
multiple nations over one or many nations);

•	 Issue-specific and relation-specific assessments  
of influence; and

•	 Less tangible elements of influence and sources  
of power.

Unilateral, bilateral and 
comparative indicators 
Measures and other indicators of the influence of 
macro level actors typically takes the form of power 
analysis of national (and sometimes multinational) 
actors. Power analyses can focus on specific elements 
of national power (military and economic power 
analyses are common) or can attempt to outline a 
more expansive and wholistic view of the elements of 
national power, including diplomatic networks, cultural 
influences, diasporic communities, financial clout, and 
the like. 

Power analyses can be unilateral measures of the 
characteristics and capabilities of nations, expressed 
as national power indexes, such as the Lowy Institute 
Asia Power Index (Patton, Sato & Lemahieu, 2023, 
see also Mazarr, 2022, pp. 358ff.) Other reports offer 
comparative measures and forecasts of national power, 
aimed at predicting scenarios that would lead to conflict 
based on shifts (or ‘shocks’) in the balance of power 
(Heim & Miller, 2020). 

These indexes and analyses list nations’ levels of power 
by allocating quantitative values to various elements of 
national power, weighting some elements higher than 
others, and calculating national power in sum. 

Some elements are easily quantified through  
using standard measures of, for example, economic  
strength (using gross national product, trading  
figures) and demographics (using population size,  
age, education levels). 

Some calculations are more complicated, such as 
assessments of military strength based on numbers 
of known assets. Such analyses cannot account for 
potential effectiveness in specific contexts, for example 
the value of land-based capabilities in maritime 
environments, or the challenges of asymmetrical 
warfare. 
Other calculations are more speculative, relying on the 
assignation of power values to proxy indicators. The 
enumeration of cultural, social, and political elements of 
national power is prone to such inexact approximations. 
For example, the Lowy Institute’s Asia Power Index 
uses the number of skyscrapers as an indicator of 
international prestige and percentages of google 
searches as an indicator for online interest. 

The proxy indicators used in the Asia Power Index8, 
while imperfect, are carefully chosen to meet the 
needs of the assessment, which relies upon the use of 
data that is reliable and accessible, and consistently 
applicable to every nation in the Index. The purpose 
here is to provide an overview and a ranking of power in 
the region; it is a large-scale map rather than a detailed 
topography. To suggest such indicators are perhaps 
‘fuzzy’ measures is an acknowledgment of the limits of 
the possible in such circumstances.

Lastly, expert opinion is solicited to inform assessments 
of influence. This is done where hard data is unavailable 
or used to complement data-based indicators. The 
Lowy Asia Power Index uses such expert surveys 
support its analysis of military and diplomatic power. 
The ISEAS State of Southeast Asia (see below) is 
entirely dependent on surveys of experts and political 
opinion elites.

Soft power and popular culture
Soft power refers to the power to persuade through 
example and effective communication of a nation’s 
desirable attributes. Coined by Joseph Nye (1990), 
it developed in combination with the idea of nation 
branding9 to offer an alternative path to international 
influence that appeared benign, or at least non-
violent. Soft power is derived from a nation’s enviable 
characteristics that, if inspiring to and emulated by 

8The Lowy Institute’s analysis is constrained by (1) the limited 
available data (2) the need for a set of indicators that can apply to a very 
wide range of nations and accordingly precludes nuanced evaluation 
that accounts for specificity. 

9Where soft power is something that a nation has, nation branding 
is something that a nation does, in order to increase its soft power. A 
nation’s brand is a product of soft power characteristics and can be 
developed and promoting using nation branding activities.
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others, lead to a world in which those nations with the 
greatest soft power would influence the rest to be more 
like them. 

Soft power and nation branding was accounted for 
in products like the Soft Power Index, the Anholt-GfK 
Nation Brands Index and the Futurebrand Country 
Brand Index. These indexes combine opinion polling 
with quantitative indicators of, inter alia, cultural 
power; corruption and governance; and innovation  
and digital power.

Such indexes provide insight into the perceptions 
of cultural value of different nations but also 
understanding of how government and economic 
factors relate to the desirability of culture, governance, 
people, exports, tourism, investment and immigration. 
The role of tourism in these indexes is significant as 
this provides not only an indicator of the cultural view 
of place and people, but tourism and travel can be a 
way in which cultural attachment can be established, 
enhanced or depleted. 

In cultural analysis it is now widely appreciated that raw 
data on foreign popular culture consumption needs 
to be interpreted in relation to the different meanings 
that can be assigned to it, including the broader 
beliefs and dispositions towards the producer nation. 
Influential studies on the global popularity of American 
television soap operas in the 1980s (e.g. Liebes and 
Katz, 1990) were significant in illustrating that the 
mere consumption of foreign cultural products does 
not necessarily equate to hegemonic influence, with 
ideological opposition by audiences remaining or even 
being reinforced through the consumption of such 
popular culture. 

Discourse Power
The term discourse power derives from the Chinese 
expression (话语权),, referring to the power to influence 
international discourse in forums and institutions that 
shape the rules and norms of international relations. 

In the context of Chinese influence efforts, analyses 
have focussed on strategies and practices designed to 
promulgate narratives supporting foreign policy goals 
through shaping public discourse and public opinion, 
a form of ‘mediated public diplomacy’ (Entman, 2008) 
practiced by most nations. It is aligned with, but distinct 
from, discourse power as practiced in Chinese diplomacy. 

Discourse power includes public diplomacy but is 
more sophisticated. Notions of discourse as power are 
pivotal to a constructivist worldview that foregrounds 
the role of ideas and knowledge in shaping rules and 
norms. Dominant discourses shape how the world is 
seen and nations are judged, and the normative values 

instantiated in the institutions and regulations of the 
international order. 

Tangible indicators of discourse power include 
analysis of activities undertaken (through case study 
analysis), and the consequential impacts on discourse 
(through discourse analysis) and opinion (through 
opinion surveys). Some reports characterise Chinese 
efforts at discourse power as having achieved mixed, 
modest results (Kurlantzick, 2023; Zhang, 2022) but 
these analyses may be overly focussed on Chinese 
information activities, neglecting efforts across 
economic, diplomatic and global governance domains 
(Thibaut, 2024).

Bilateral / dyadic influence
Power analyses also seek to represent relative influence 
in bilateral (or dyadic) relationships, such as the 
Foreign Bilateral Influence Capacity Index (FIBC) (Moyer 
et al, 2021). The FIBC aims to represent the influence 
between two countries, either in the form of the 
volume of the transactions between them (described 
as bandwidth) or the levels of economic and security 
dependency between them. High bandwidths suggest 
higher levels of opportunities to exert influence over one 
another; high dependencies indicate where one nation 
has more influence over the other. 

Comparative power analyses include those that focus 
on rivalries between major powers as well as those that 
compare multiple nations and multinational entities. 
The FIBC database, for example, is used to assess the 
comparative influence of 12 nations (the ASEAN nations 
plus China and the US) in Southeast regionally, and in 
each ASEAN nation, and contextualises this analysis 
within the framework of “China-US competition” (Moyer, 
et.al., 2021).

The indicators used in the FIBC are all measurable 
variables, calculated according to equations outlined in the 
Relative National Power Codebook (Moyer et.al., 2024).

Comparing multiple actors, the State of Southeast 
Asia reports produced annually by the ISEAS (2023) 
addresses the comparative influence of seven nations 
(Australia, China, India, Japan, Republic of Korea (South 
Korea], The United States, and The United Kingdom) and 
two regional organisations (ASEAN and the EU). 

The State of Southeast Asia reports are based on 
a survey of experts (mostly Southeast Asian) from 
academia, business, government, civil society, the 
media, and regional organisations. The survey includes 
a series of questions about their perceptions of the 
amount of influence of the aforementioned nations/
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organisations, and whether this influence is welcome 
or a cause for concern. The questions cover categories 
including: economic influence; political and strategic 
influence; support for global trade; and leadership 
regarding the rules-based international order.  

Asymmetrical and contextual 
indicators of influence
Numerous assessments note that influence can vary 
according to the element of national power: strategic 
influence may be higher for some, economic influence 
for others, and so on. Long’s (2022) schema for analysis 
of the influence goes into finer detail, suggesting that 
influence can vary according to (1) specific policy goals 
and (2) specific relationships. 

In Long’s reckoning, smaller states in particular may 
have asymmetric influence advantages on certain 
issues, for example access to strategically important 
resources or being located in a strategically important 
position or having localised influence over regional 
neighbours. 

Moreover, Long suggests three indicators that can be 
used to assess how influential a smaller state might 
be. The first indicator is policy divergence: the degree 
to which the small nation’s goals differ from the 
larger one. The second is issue salience: the level of 
importance the issue has for the larger power. The third 
is preference cohesion: the degree to which there are 
levels of consensus on the issue within decision-making 
elites in the larger power. 

What measures can be used to identify and assess 
policy divergence, issue salience and preference 
cohesion? These are imprecise but not impossible to 
evaluate, using empirical and interpretive methods 
associated with the disciplines of political science and 
international relations, focussing on the analysis of 
foreign policy statements and actions to infer interests 
and intentions, as well as assessments of domestic 
politics to identify key issues, key decision makers and 
the networks they are located within, and the dynamics 
of political systems.

Using these three indicators, it is possible to construct a 
typology of potential asymmetrical influence (see Table 
1) and from there analyse the likelihood of a smaller 
power influencing a larger power on a specific issue.

Policy 
divergence

Issue 
salience

Preference 
cohesion

Likelihood 
of success

High High High Lowest

High Low High Low

High High Low Medium

Low High Low Medium

High Low Low High

Low High High Highest

Low Low High Status quo 
likely to 
remain

Low Low Low Change 
unlikely to  
be sought

Table 1: Typology of Asymmetrical Influence (adapted from 
Long, 2022, p54)

Intangible indicators of macro  
actors’ influence
Less commonly, indicators of national power can 
include elements that are less tangible and more 
difficult to measure. Figure 2 for example outlines 
characteristics considered to  
be influential of nations that have historically been  
more successful.
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The Societal Foundations of National 
Competitiveness (Mazarr, 2022) for example  
lists seven characteristics:
National ambition and will;
•	 Unified national identity;
•	 Shared opportunity;
•	 An active state;
•	 Effective institutions;
•	 A learning and adapting society; and 
•	 Competitive diversity and pluralism.
These ‘sources of national competitive power’  
are identified as meeting four essential criteria. 
They are:
•	 inherent qualities of society, not based on 

individual policy decisions;
•	 sociopolitical or sociocultural rather than 

physical;
•	 persistent over time; and
•	 representative of multiple individual measures 

or variables and

not reducible to a single proxy variable  
(p.14, emphasis added).

Figure 2: Example of intangible characteristics of national 
power

Intangible measures: Credibility
One common intangible, or at least highly subjective, 
aspect of a nation’s capacity to successfully exert 
influence is its credibility, or the extent to which a nation 
is both capable and willing to do what it says it will do. 
Threats and deterrents are both liable to judgements 
about their credibility, and those judgements are 
germane to how effect such threat and deterrents will 
be. In international relations, two main approaches 
to assessing credibility are based on (1) the ‘current 
calculus theory’ and (2) the ‘past actions theory’  
(Press, 2005; Kim, Byun & Ko, 2023). 

Current calculus theory posits that decision makers  
will assess the credibility of a nation based on an 
assessment of power and interests. Assessments  
of power ask whether a nation has the capacities and 
capabilities required; these forms of assessments 
follow similar lines to that outlined above regarding 
indicators of national power, focussing on coercive 
military and economic strengths. Assessments of 
interests asks what a nation (or, often crucially, a 
national leader) seeks to gain and risks losing, both 
internationally in terms of foreign policy and in terms  
of domestic political status, power and stability. 

Past actions theory argues that a nation’s previous 
willingness to act is an indicator of the credibility of their 
present stated positions, that a ‘reputation for resolve’ 

(Lupton 2020) is an important factor. The ramifications 
of this focus on reputation are twofold: past actions 
are considered indicators when assessing if a nation’s 
threats or promises are credible; future credibility is 
considered when making decisions to carry out a threat 
or fulfil a promise.

For both current calculus and past actions theory, 
credibility remains matter of beliefs and perceptions 
of (1) general populations and/or (2) leaders/decision 
makers. In some cases, general publics and specific 
groups within society have considerable influence on 
decision makers. Where decision making systems more 
centralised, less subject to public scrutiny, and more 
immune from public opinion, such as in authoritarian 
political systems, general populations are less 
significant (Renshon, Dafoe & Huth, 2018). 

Indicators of credibility, in this context, combine historical 
analysis, calculations of military capability, assessments 
of strategic intent, surveys of public opinion, and 
consideration of the perceptions, motivations and 
interests of political leaders and policy elites.
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Malign influence – more than disinformation
This chapter outlines efforts to counter malign influence 
operations and what indicators can be used to evaluate 
such efforts.

The term malign influence operations includes, but is 
not restricted to, disinformation activities. As Miller 
(2024) outlines, disinformation is only one tactic used 
by malign influence actors. Others include selective 
promotion and affirmation of existing beliefs, selectively 
suppressing and discrediting information, institutions 
and sources, building constituencies of support 
based on shared identities or senses of, for example, 
patriotism and masculinity. Disinformation is a part of 
this, but not the whole of it. 

Disinformation also exists outside of malign influence 
operations – much disinformation is banal or trivial, 
propagated by variously motivated individuals via 
loosely organised peer or affinity networks. Some is 
relatively harmless. Some is inadvertently problematic. 
Some is malign by design – undertaken by actors with 
an illicit purpose. 

While all disinformation is corrosive of the information 
environment, that which is malign by design is of 
particular concern in the context of national security. As 
Miller (2024) continues, these types of malign activities, 
conducted by specialists (often professionals), 
coordinated over time, designed to achieve a strategic 
effect, are usefully understood as illicit influence 
operations (IIOs). Taking an operation perspective 
focusses on the people, organisations, infrastructures 
and business models (as well as the actual (dis)
information messages). In this broader context, 
countering IIOs therefore can include efforts to make 
them more difficult and less profitable. 

Reviewing the research on 
countering malign influence and 
disinformation.
Efforts to counter malign influence have grown in 
number and diversified in approach in the last decade. 
This is in response to, and motivated by, growing 
concerns about: 
•	 foreign interference as a malicious, covert aspect of 

international competition; 
•	 emergent concerns about the role of mis/

disinformation in democratic, pluralistic societies, 

Chapter 5: Countering malign 
influence – multi-level indicators

especially as it pertains to confidence in institutions 
and processes of democracy and governance;

•	 the apparent, or at least strongly-held, confidence in  
mis/disinformation as a vehicle for effective political  
activism; and 

•	 rising opportunities for commercial gain through 
forms of disinformation entrepreneurialism, in part 
associated with the transformation of the digital, 
‘programmatic’ advertising industry. 

These are largely macro-level concerns. Countering 
efforts (‘interventions’, a common term, used 
henceforth) are often undertaken by macro actors: 
a government, a non-governmental organisation, a 
news media organisation or a social media platform. 
However, countering malign influence also operates 
at micro and meso levels: the targets and tactics of 
interventions range greatly, from individuals and groups 
to societies and nations. 

As these types of interventions has proliferated and 
diversified, emergent research has addressed three related 
questions: what has been tried? What has worked (and 
why)? How do we know?10 This section summarises this 
research to date. It categorises interventions according to 
their principal targets, namely: 
•	 content; 
•	 audiences / publics (those targeted by disinformation 

actors); 
•	 information environments; 
•	 platforms, and industries that support them; and 
•	 agents (those perpetrating disinformation 

campaigns). 

These categorisations can and do co-occur, either 
by design via combined interventions strategies, or 
coincidentally. The intentions, practices and effects of 
each intervention type are discussed in the next section. 

Content
Content-based interventions seek to limit the visibility  
of problematic content, or provide a warning that 
content is problematic.

In the former, reducing the visibility of problematic 
content occurs through forms of ‘moderation’, meaning 
removal of accounts or content due to a violation of the 

10Of the numerous reports, surveys and systematic reviews published, 
see: Bateman & Jackson (2024); International Panel on the Information 
Environment (2024a, 2024b); Roozenbeck, et al (2023); and Ziemer & 
Rothmund (2024).
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rules or ‘community standards’ of the website or social 
media platform where the content appears. Accounts 
can be blocked openly, a form of blacklisting, or 
surreptitiously – a process known as shadow banning, 
stealth banning, ghost banning or (in the case of 
specific comments) comment ghosting. If not removed, 
content can be rendered much less visible on content 
feeds and threads by ceasing its algorithmic promotion. 
This process also has multiple terms: demotion, 
dethrottling, downranking, and deboosting.11 

In the latter, labelling content with a warning can take 
several forms. One type is a simple graphical element 
indicating only that the claim in the content is false or 
disputed; this warning can be based on expert advice, 
such as an authoritative institution. Flags can be also 
based on responses from peers who are members of 
that online community. 

Similarly, but beyond mere warning labels, peer 
networks can perform the function of social invalidation 
(Ziemer & Rothmund, 2024), in which problematic 
content is denounced in a comments section or thread, 
and corrections suggested. This is different from 
expert correction in that it is not authored or authorised 
by either the platform/website, does not involve 
formal expertise and institutional authority, and is not 
presented as a label – it typically appears in content 
threads published by members of the peer network. 

Expert correction can take the form of a simple 
rebuttal, a narrative correction (in which the corrective 
information is embedded in a story), a consensus 
correction (which emphasises the consensus of 
expert opinions on the matter). Debunking is another 
form of authoritative correction, which includes 
corrective information and offers alternatives for 
better understanding, but also highlights the deceptive 
strategies employed in the problematic content.

Labelling can also include nudging strategies, in which 
small prompts or incentives seek to affect audiences. 
Accuracy nudges prompt audiences to consider content 
carefully; credibility nudges question the source of the 
content; lateral reading nudges encourage audiences to 
seek alternative sources to verify the content; social norm 
nudges promote responsible, normative behaviour, such 
as ‘think before you share’.

Content-based interventions are, according to surveys 
of research reports, the most researched form of 
intervention targeting problematic content (Bateman 
& Jackson, 2024; Puli, 2023a, 2023b; Kozyreva, et.al., 
2024; Ziemer & Rothmund, 2024). Fact checking 
is regarded as being ‘modestly’ effective (Bateman & 
Jackson, 2024); content labels and corrective information 
are supported by some evidence as to their effectiveness, 

although results vary and contingent factors prevent 
generalisable findings (IPIE, 2023a, 2023b).

Individual-level responses vary, for example, based on  
a person’s attitude towards misinformation in general 
and their specialised knowledge of or prior exposure 
to the specific topic covered in the content (Kozyreva, 
et.al., 2024).

Responses also vary based on all of the factors 
identified in the chapter on micro-level influence 
(Chapter 2): how do people think about problems 
(cognitive styles); how much time have they been given; 
who is the source (to them); are they a member of 
their ingroup/outgroup and if not are they a legitimate 
authority; and is the influence about augmenting 
something they are already doing or changing 
altogether (which is much harder).

Audiences / publics
Interventions that target audiences and/or publics aim 
to increase knowledge in four related and overlapping 
areas: topic-based knowledge; critical media literacy; 
resistance to deception through forewarning 
(prebunking); and self-awareness and awareness of 
other’s perspectives.

Increasing one’s general knowledge about a specific 
topic increases their capacity to judge the accuracy 
and relevance of the information about that topic. This 
is the case regardless of whether one is targeted by 
a disinformation campaign. This basic idea seems 
obvious but is not always considered when assessing 
disinformation interventions and their effectiveness.

Critical media literacy is variously defined but can be 
simply characterised the ability to critically assess a 
piece of media content, including the content itself 
as well as the systems and structures that have 
created, curated, promoted and/or disseminated the 
content (McBride et al, 2023). Literacy can be further 
categorised to include: 
•	 information literacy (“information, critically read”); 
•	 news literacy (understanding the role of news in 

society); 
•	 digital literacy (understanding how to use literacy 

tools for, for example, online image verification); and 
•	 science literacy (understanding of how science works 

to, for example, develop vaccines or assess climate 
change) (Ziemer & Rothmund, 2024). 

11For example, Meta outlines its policies about the types of content 
it demotes according to it Community Standard: https://transparency.
meta.com/en-gb/features/approach-to-ranking/types-of-content-we-
demote/.

Chapter 5: Countering malign influence – multi-level indicators
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Inoculation, sometimes included as a form of media 
literacy training, is the act of pre-emptively exposing 
and familiarising people with the strategies and 
arguments used in disinformation. It is a pro-active 
measure base on the notion that “if people are 
forewarned that they might be misinformed and 
are exposed to weakened examples of the ways in 
which they might be misled, they will become more 
immune to misinformation” (Lewandowsky & Van 
Der Linden, 2021). Prebunking is a related and often 
interchangeable term. Typically, it presents versions of 
a piece of disinformation and accompanies them with 
refutations to the arguments and narratives therein. 
It can also include information about the persuasive 
techniques used and alert people to the ways in which 
information and emotions may be manipulated. 

Inoculation appears more successful when: 
•	 people have imperfect knowledge of the specific 

subject or of manipulation techniques, 
•	 people are actively engaged;
•	 the prebunking content is based on consensus 

information (this links with principles of group identity 
from the micro section); and

•	 people care that they are being manipulated (McBride 
et.al., 2023), 

Inoculation can occur prior to or after exposure to 
manipulative content – prophylactic versus therapeutic 
inoculation – with varying results. For example, 
research into the success of prebunking interventions 
to inoculate people against anti-vaccine conspiracy 
theories suggest that they are more successful among 
those who have not (yet) formed such conspiratorial 
beliefs (Jolley & Douglas, 2017).

Gamified inoculation uses game play to expose people 
to, and prepare them to confront, mis/disinformation 
and manipulative content. In one example, players 
take the role of fake news producers and learn about 
common disinformation techniques; experimental 
results indicate participants (players) effectively develop 
‘resistance’ (Roozenbeek, J., Van der Linden, S. & 
Nygren, T., 2020).

Lateral reading, another type of critical media literacy, 
is a verification strategy that includes conducting 
additional online research to assess the trustworthiness 
of a claim or a source. This has been found to be 
quite effective in increasing the capacity to assess 
information. It can contribute to an increase in self-
confidence and feelings of control in media use 
(Kozyreva, et.al., 2024). 

Reports indicate that critical media literacy is among 
the most widely researched form of disinformation 
intervention (Bateman & Jackson, 2024; IPIE, 2023a; 
Ziemer & Rothmund, 2024). Research suggests it 
can be positively effective in promoting the ability 
to differentiate real from fake headlines and identify 
unreliable news sources (McBride et.al., 2023). 

However, variations in pedagogical approaches mean 
that the effectiveness of one program cannot easily be 
generalised. Additionally, concerns have been raised that 
“critical thought can quickly become cynical thought” 
(Milhaildis, 2009, cited in Bateman & Jackson at 28). 
Media users can become cynical and distrusting of 
institutions, leading to them becoming believers in and 
advocates for conspiracy theories (boyd, 2018). Also, 
there are challenges in scaling up and targeting media 
literacy programs: “reaching large numbers of people, 
including those most susceptible to disinformation, is 
expensive and takes many years” (Bateman & Jackson, 
2024, p. 24).

Information environments
There are two main types of interventions in the 
information environment. The first - supporting local and 
quality journalism - seeks to improve access to reliable 
information from the news media ecosystem; the second 
- counter-messaging - aims to provide and promote 
desirable information (Bateman & Jackson, 2024).

Interventions in support of local and quality journalism 
arise from two factors. One is the decline in local 
news services resulting from the drop in readership, 
as readers move to online sources, and advertising 
revenues, as digital advertising industries shift their 
focus to online content and targeted distribution 
methods (see platforms and industries, below). The 
second factor is the assumption that local and quality 
journalism fosters trust and community that fosters 
deliberative democracy, aids social cohesion, and 
challenges mis/disinformation.

There is some evidence that declines in local media 
lead to increases in mis/disinformation and political 
polarisation (Ardia et al.; Darr, Hitt & Dunaway, 2018), 
although empirical research assessing whether 
efforts to bolster local and quality media have positive 
effects is underdeveloped. Also, reversing the decline 
of local journalism is a difficult and costly proposition 
(Bateman& Jackson, 2024).

Counter messaging refers to the provision of truthful 
information. In many ways, this is similar to an ordinary 
political communication campaign in that it uses 
narratives, emotions and surrogate messengers to 
persuade people, but it has the added factor of being 
aimed at countering mis/disinformation. It differs from 
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fact checking in that uses narrative and psychological 
engagement techniques to deepen the engagement 
with, and the appeal of, the countering messages 
(Bateman & Jackson, 2024).

Counter messaging is more likely to succeed when it 
takes into account the specific needs of an audience, 
tailoring content and channels accordingly – a point 
that is emphasised throughout this report. Success 
is also more likely when campaign messages, 
messengers, style and tone demonstrate respect and 
empathy (Bateman & Jackson, 2024). These success 
factors are dependent on a deep knowledge of the 
communities and their attitudes towards the issues 
in question, which in turn limits the scalability of any 
particular, specific counter messaging campaign 
beyond the population for which is was developed.

Platforms and industries
Several interventions target social media platforms, 
disinformation websites, and the industries that own, 
manage, support, sustain, and/or benefit commercially 
from them.

Some interventions are undertaken by the digital 
media companies that own and operate the platforms 
and websites. The most common of these include 
forms of content and account moderation mentioned 
above. Industry self-regulation involves digital media 
companies working together to set and monitor 
agreed standards.

Other interventions, principally attempted through 
a combination of monitoring, regulation and 
legislation, are undertaken by governments but also 
by an emergent field of not-for-profit agencies like 
the Check My Ads institute (Atkin, 2023) and the 
Global Disinformation Index (GDI), and commercial 
service providers like NewsGuard (Brill, 2024). These 
organisations address the ways online media and 
digital marketing companies profit from their capacity 
to profile audiences (using collected and collated 
demographic and behavioural data) and their ability 
to identify and target audiences with tailored content 
on online media platforms including social media and 
websites. This process is referred to as programmatic 
advertising; the technology (and sometimes the 
industry) is known as Adtech.

Commercial factors are highly significant factors in 
the size and scope of the misinformation ecosystem. 
Programmatic advertising is highly profitable; the 
size of the Adtech market is estimated to be US$600 
billion and growing (Atkin, 2023). This market is largely 
unregulated by governments and unmoderated by the 
Adtech industry. 

Digital advertising is dominated by large companies 
like Meta (the parent company of the Facebook and 
Instagram social media platforms), Google (owner 
of YouTube), and Amazon. However, the industry is 
complicated and opaque, involving a complex supply 
chain of brokers and agencies linking the demand side 
(those seeking to advertise) and the supply side (those 
selling advertising space online, or – more accurately 
– selling access to target audiences via online sites). 
Moreover, the programmatic advertising process that 
links buyers and sellers of digital advertising space 
happens automatically, unscrutinised by human 
decision makers, and involves billions of almost 
instantaneous transactions.

Under these complex and opaque conditions, it is 
extremely difficult for advertising companies to be 
aware of, let alone intervene in, the placement of 
their advertisements. These conditions have made 
it possible and highly profitable for purveyors of 
disinformation to provide advertising space on fake 
news sites or other low-quality made-for-advertising 
sites - sometimes referred to as ‘pink slime journalism’ 
(Anderson-Davis, 2024).

Some estimates claim disinformation publishers 
generated US$1.62 billion in advertising revenue in 
2021 (for context, revenue for the entire US newspaper 
digital advertising market was US$3.5 billion) and that 
14% of all advertising budgets were spend on made-for-
advertising sites that had no editorial controls, which 
amounts to US$40 billion annually (Brill, 2024). 

The attractiveness for nefarious actors of this poorly 
monitored and largely unregulated market is evident. 
The World Federation of Advertisers claims digital 
advertising is a significant source of income for 
organised crime (Atkin, 2023). For actors motivated 
by more than profits, such as those with ideological 
or strategic interests, the disinformation- advertising 
nexus offers a triple opportunity: 
•	 revenue finances their efforts and increases their reach; 
•	 the data gleaned from the advertising campaigns 

help target their audiences more effectively; and
•	 advertising content from legitimate companies and 

known brands provides a semblance of respectability 
and legitimacy to the disinformation it borders.

There are a number of possible interventions aimed 
at reducing the manipulation of the digital marketing 
ecosystem by mis/disinformation actors. For example, 
Amhad et al (2024) intervened via an information-
provision experiment that sought to understand why 
companies advertised on misinformation websites, 
despite the apparent risks to their corporate reputation 
and the possibility of consumer backlashes. They 
found that most companies were simply unaware or 
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uncertain about where their advertising was appearing. 
Moreover, many had not considered services (such 
as those offered by NewsGuard, GDI, and the Check 
My Ads Institute) that restrict their advertisements 
from appearing on misinformation sites and/or limit 
their advertising to appearing on pre-vetting authentic, 
legitimate and reputable sites. 

By simply asking for details about where their 
advertisements appear, Atkins (2023) claims, 
companies can reduce the risks of their brand 
being associated with (and financially supporting) 
misinformation sites and malign actors, as well 
as improving the performance of their marketing 
campaigns.

An alternative form of intervention is based on legal and 
regulatory regimes that target the digital advertising 
industry more generally by regulating the ability of 
digital media companies to gather personal online 
data from users and increasing the requirements for 
platforms to moderate content. The need for stronger 
data privacy laws is promoted as a means to reduce 
the power of microtargeting and algorithmic content 
creation and curation.

Prominent examples of this type of intervention are the 
EU’s General Data Protection Regulation 2016 (GDPR) 
and Digital Services Act Regulation 2022. The GDPR 
requires commercial entities operating or targeting 
users in the EU to acquire user consent to collect data, 
and only collect the minimum amount of data needed 
for their stated purpose. With the GDPR, the DSA placed 
further limits on the use of personal data for micro-
targeting of political advertising online. 

Assessments of the impact of these data privacy 
measures is limited. There is some evidence that the 
use of microtargeting has declined yet the impact of 
this on countering disinformation is uncertain. This is in 
large part due to scholarship suggesting that, despite 
industry claims, microtargeting may not as effective 
as the digital advertising companies have suggested 
(Bateman & Jackson, 2024). 

Agents
Intervention aimed at macro-level agents and 
networks responsible for the production and 
dissemination of mis/disinformation occurs in two 
principle forms: social media companies addressing 
activities on their platforms; nations acting against 
foreign influence operations through forms of 
statecraft and security policy.

Platform takedowns
Social media companies have various names for the 
types of activity and accounts they target for action. 
Meta12 (including Facebook and Instagram), TikTok 
and most industry observers refer to ‘coordinated 
inauthentic behaviour’ (CIB), Google (including 
YouTube) uses ‘coordinated influence operations’13 and 
X (formerly Twitter) referred in the past to ‘information 
operations’ and ‘inauthentic engagements’. Generally, 
these terms refer to networks of accounts, pages, 
groups and events that misrepresent their identity and 
work together to coordinate disinformation campaigns. 

Most information about removal (takedowns’) of these 
disinformation networks comes from the companies14, 
who report success or at least progress in preventing 
and disrupting campaigns early enough to prevent 
them reaching a large audience. These reports are, 
however, unable to be verified or standardised given 
the restricted access to the internal research. The EU 
2022 Strengthened Code of Practice on Disinformation 
aims to improve transparency in this area (Bateman & 
Jackson, 2024).

The extent to which takedowns dissuade disinformation 
campaigns or inspire new tactics and tools is also 
poorly understood. For example, a related form of 
coordinated inauthentic behaviour combines social 
media activity with inauthentic news websites, some 
using basic templates to mimic news sites and 
generative AI to produce inauthentic news content. 

These sites typically produce high volumes of AI-
generated content to establish an apparently authentic 
presence and then publish more targeted content, 
making them difficult to identify and address. Despite 
the high volumes of content evidentially produced by 
these networks, there is less certainty that this content 
is either highly engaged with or has had significant 
impact (Recorded Future, 2023, 2024a, 2024b).

12Meta defines Coordinated Inauthentic Behavior (CIB) as coordinated 
efforts to manipulate public debate for a strategic goal, in which fake 
accounts are central to the operation.

https://about.fb.com/news/tag/coordinated-inauthentic-behavior/ 
13Google’s Threat Analysis Group documents its efforts to counter 

‘government-backed attacks’. https://blog.google/threat-analysis-group/
14A database of platform takedowns is available at www.disinfodex.

org, a partner of the Carnegie Endowment for Countering Influence 
Operations.
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Statecraft and security policy
Governments have several alternatives when faced 
with mis/disinformation campaigns conducted by or 
on behalf of foreign state actors, including the use of 
statecraft and security policy. Pamment (2022) outlines 
the options available:
•	 exposure: similar to prebunking (see above) but 

designed to influence a foreign actor’s decision 
calculus;

•	 attribution: assigning blame to a foreign actor, based 
on intelligence;

•	 network disruption: using cyber capabilities to disrupt 
internet access and digital networks; 

•	 sanctions: imposing economic, diplomatic or other 
costs on foreign actors; and

•	 offensive operations: covert, retaliatory influence 
or psychological campaigns – these are restricted 
by many nations to operations occurring in conflict 
zones and supporting other direct military operations.

Additionally, nations can regulate or ban certain 
websites and broadcasters: the EU banned Russian 
state broadcaster RT; Ukraine banned Russian social 
media platform VKontakte; India banned TikTok. 
These interventions are supported by legislation and 
deterrence policies aimed at foreign interference 
campaigns; they also complement other interventions 
by either companies (takedowns) or through 
government or civil society interventions (e.g. fact 
checking, literacy, etc.).

Bateman and Jackson (2024) summarise the impact of 
statecraft and security policy on foreign influence actors. 
 
They suggest:
•	 interventions are likely effective at limiting influence 

temporarily and in relation to specific events but only 
marginally effective over longer timeframes;

•	 sanctions are possibly effective in deterring or 
disrupting individual actors and commercial service 
providers but less evidence supports successful 
strategic deterrence of nations;

•	 deplatforming and bans have demonstrable 
successful first order effects, in that they reduce 
audience access, but may have second-order 
consequences such as audience migration to less 
visible sites and/or retaliatory bans on legitimate, 
factual sources of news and information; and

•	 exposure and attribution appears a successful 
tactic, especially when it receives support from both 
governments and oppositions in democratic nations.

Misleading indicators of  
mis/disinformation?
The risks posed by mis/disinformation need to be 
addressed through clear thinking guided by rigorous 
research. There are perils in under-emphasising, over-
estimating and/or mischaracterising the threats of 
mis/disinformation. This section summarises some of 
main concerns arising out of inaccurate (sometimes 
alarmist) claims about mis/disinformation.

High levels of attention to mis/disinformation, including 
by using content labels, and high emphasis on the 
harms of mis/disinformation may lead to diminished 
trust in accurate information and authentic news. 
Experimental case study research suggests that 
tools aimed at improving critical media literacy, while 
effective in increasing the ability to identify mis/
disinformation, may also have impacts on people’s trust 
in reliable information (Hameleers, 2023).

From a national security perspective, exaggerating 
the size, spread, speed, pervasiveness, irresistibility or 
effectiveness  
of disinformation campaigns has its own risks. As 
Belogova, et al. (2024) warn, overhyped reports of foreign 
disinformation can support the aims of such operations. 
It can nurture conspiratorial thinking: dissenters are 
portrayed as foreign agents or assets, open democratic 
debate is diminished, and domestic social ills are blamed 
entirely on outside forces. “Disrupting propaganda 
efforts by malign foreign actors is important work,” they 
continue, “but it must be done thoroughly, accurately, 
and proportionally. Exaggerating the effects of foreign 
influence campaigns serves only the foreign operatives.” 

Misleading content?
Public commentary and journalism often greatly 
exaggerates the amount of mis/disinformation that 
audiences are exposed to; people also estimate that 
the majority of news they see on social media is false 
(Jones, 2018)15. Often focused on large numbers 
and seemingly impressive statistics, reports of mis/
disinformation exposure need to take into account the 
vast amount of content online, and the many, varied 
sources of information that make up people’s media 
diets. Besides, typically mis/disinformation exposure is 
concentrated in smaller networks of highly motivated 
users representing a minority of users. In one famous 
example, Facebook reported that content created by the 
Russian Internet Research Agency reached up to 126 

15Similarly, Fernabach and Van Boven (2022) warn against the 
prevalence, and dangers, of false polarization.
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million US citizens on Facebook; less attention is given 
to the fact that this represented 0.004% of the content 
that US citizens saw in their Facebook newsfeeds 
(Budak, et.al., 2024; Eady, et.al., 2023). 

Alongside the volume of mis/disinformation, the speed 
at which it can spread emerges as a major concern. 
This fear aligns with established axioms like that 
attributed variously to Mark Twain, Winston Churchill, 
Virgil and – here – Jonathon Swift: falsehood flies, 
and the truth comes limping after it; or, in a snappy 
version, “A lie gets halfway around the world before the 
truth gets its boots on”. Mis/disinformation’s velocity 
appeared supported by research in an influential article 
in the prestigious Science journal, which claimed “it took 
the truth about six times as long as falsehood to reach 
1,500 people” (Vosoughi et al., 2018, p. 3). 

However, and as the article’s authors acknowledge, 
the research only compared contentious content that 
had been fact checked -- it did not compare content 
identified as false with content that was so obviously 
true it required no checking. Other research presents 
conflicting results: false information was re-tweeted 
less than science-based evidence during COVID-19 
(Pulido, et al., 2020); news from hyperpartisan sites and 
questionable sources does not disseminate faster than 
mainstream and reliable sites (Bruns & Keller, 2020; 
Cinella, et al., 2020).

Importantly, most people’s media diets (and the 
internet/media content in general) are largely 
comprised of non-news entertainment rather than 
news and information. Globally, news consumption 
varies (Newman et.al., 2024) but is often low. Research 
from the US suggests news comprises 14%, and mis/
disinformation 0.15%, of online media diets (Allen et.al., 
2020); in France news is 3%, and mis/disinformation 
0.16% (Cordonier & Best, 2021). Misinformation, 
therefore, “receives little attention compared to reliable 
news and, in turn, reliable news receives little online 
attention compared to everything else that people do” 
(Altay, et.al., 2023).

The relevance of most people having varied media diets 
is heightened by research into media effects suggesting 
that sustained, repeated exposure is required for even 
short-lived impact, and that competing messages 
from multiple sources can diminish the effect of any 
one message or source. Therefore, exposure to mis/
disinformation is countered by exposure to other 
sources of news and information.

A potential counterpoint to this arises from research 
that used controlled experiments to assess the impact 
of false and misleading information on COVID-19 
vaccines, suggesting that exposure to a single piece 

of content which discredited vaccines could impact on 
people’s vaccination intentions. However, this research 
also indicated that the most effective anti-vaccination 
content was not mis/disinformation, but rather was 
misleading claims published by mainstream sources 
and then distributed by well-connected super spreaders 
(van der Linden & Kyrychenko, 2024).

Manipulative technologies?
Social media is often the locus of anxieties about the 
spread and targeting of mis/disinformation. In part, 
this aligns with wider concerns about the role social 
media plays in exacerbating social problems (Budek, et 
al. 2024). It also reflects the academic focus on social 
media due to it being methodologically convenient to 
research (Altay, et al., 2023). The emphasis on social 
media comes at the cost of under-representation 
of legacy media and offline networks in mis/
disinformation studies. It also incorrectly treats active 
social media users as representative of the general 
population, where most people rarely, if ever, post 
content on social or political issues on social media 
(Mcclain, 2021).

Another concern centres around the claim that platform 
algorithms are responsible for curating news feeds 
that promote content that is inflammatory and aimed 
at emotional reactions, leading to a ‘filter bubble’ 
effect: a concentration of mis/disinformation and a 
lack of alternative or balanced content. This reasoning 
is encouraged by the platforms’ lack of transparency 
about how their algorithms function. However, evidence 
of ‘filter bubbles’ and other algorithmic effects on 
people’s media diets has not been established (Bruns, 
2019) and research suggests people’s news diets are 
typically driven by their own demands and desires, 
rather than (or in addition to) algorithmic curation. 
Even algorithmically curated content appears to be 
based on past online behaviour indicating which 
accounts and what content people are interested in. 
In general, the type of content people are exposed to 
reflect their preferences. This includes cohorts who 
consume a lot of mis/disinformation, who research 
suggests are highly attentive to this type of content and 
actively seek it out (Budak, et.al., 2024).

Behavioural effects?
Finally, it is misleading to assume effects on behaviour 
based on exposure to mis/disinformation. It is also 
prudent, when assessing the impact of counter mis/
disinformation interventions, not to infer behavioural 
consequences from, for example, critical literacy 
improvements, which may increase a person’s ability to 
spot a false news story but not change their attitudes 
towards vaccination (Singh, 2024). There are also 
concerns that critical media literacy efforts may 
facilitate increasing levels of cynicism and distrust 
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about all mainstream sources of information, including 
that based on reliable sources and factual information 
(boyd, 2018).

For one, people tend to choose the mis/disinformation 
they consume based on existing preferences and are 
thus predisposed to accept it. This is especially so 
when that information is identity affirming, which may 
be readily accepted. The opposite, where information is 
identity threatening, is more likely to provoke resistance 
and disbelief (Kahan, 2017). 

Also, people can hold differing, even opposing, beliefs 
and use these beliefs for different purposes. ‘Factual 
beliefs’ are used for understanding reality and operating 
optimally within it, while ‘symbolic beliefs’ are expressed 
to serve social purposes – to express and conform 
with group identity (Sperber, 1982) – and so therefore 
are not as constrained by reason or evidence. Where 
group identity is the issue, symbolic beliefs function as 
badges: the stranger and more unsubstantiated, the 
better (Van Leeuwen, 2023).

In this view, mis/disinformation is “not something 
that happens to the mass public but rather something 
that its members are complicit in producing” (Kahan, 
2017), more “a symptom than a disease” (Singh, 
2024), an expression rather than a cause of increasing 
polarization and declining trust. From this perspective, 
countering mis/disinformation includes – prioritises – 
addressing the conditions that lead people to become 
alienated and disaffected.

The role of AI in (countering) 
disinformation and malign 
influence
Artificial Intelligence applications include the use 
of machine learning, large language models and 
generative adversarial networks to create content 
(images and video, texts, audio including voice and 
music, software code), and analyse and derive insights 
from large data sets. 

The advent and popularisation of AI raises several 
issues for countering malign influence. Primary 
concerns include: 
•	 the ease and economy of creation of large volumes of 

malign fake content online (cheap fakes); 
•	 the increasing quality and hence believability of AI-

generated content (deep fakes); and 
•	 the use of AI-supported analysis to better target 

audiences through identifying (a) their preferences 
and predispositions and (b) developing bespoke 
messaging, images, modes, formats, channels 

and timing to optimise the probability that malign 
influence efforts would be successful.

Cheap fakes, flooding the zone
Concerns about the increasing volume of malign fake 
content may be misplaced. There is already a very large 
amount of malicious fake content online, a product of 
user-generated content tools, interactive platforms and 
participatory digital cultures that have developed over 
more than two decades.

There are therefore no limits of supply of content 
and have not been for some time; there are limits on 
the demand for content based on finite amounts of 
audiences’ time and attention. So, more malicious fake 
content being created does not lead to more malicious 
fake content being consumed.

A caveat: the capacity for creation of large amounts 
of content may make it more possible for a malign 
actor to ‘flood the zone’, crowding out other content 
and dominating news feeds. This effect may be 
compounded if this content subsequently dominates 
user interactions and engagement, in turn affecting 
the algorithmic calculations determining content 
prioritisation based on this engagement.

Deep fakes, post-truth
Concerns about improving quality of deep fakes leading 
to more believable content and thus more people being 
duped are nuanced. It is evident that fake content is 
becoming more realistic, and realistic fake content 
more prevalent, because of improvements in, and 
increased availability of, AI-support content generation 
tools. 

AI-detection software is also improving, which in 
turn prompts improvements in software that evades 
detection in an arms race between the creation and 
detection of AI-generated fakes. The contest between 
creation and detection is commonly used to train AI 
through generative adversarial networks (GANs) that 
pit two neural networks (one seeking to create realistic 
content, the other to identify this content as inauthentic) 
against one another so that both ‘learn’.

There are two main reasons why the rise of deep fakes 
may not inherently lead to more people being fooled; 
neither are reason for optimism. First, the quality of 
fake content may not be as important as the needs 
and motivations of target audiences. Highly motivated 
participants in communities based around conspiracies 
are likely to believe content that confirms their beliefs 
and disregard doubts about its source or authenticity. 
In this case, higher quality fakes are not more (but not 
less) effective. 
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Second, the prevalence of high-quality fake content 
may not lead to more fake content being accepted as 
fact but may lead to more fact being interpreted and 
dismissed as fake. In combination, these contribute to a 
post-truth information environment in which public truth 
claims are more difficult to support and sustain.

Micro-targeting, bespoke messaging 
AI supports the micro-targeting of audiences based 
on large data sets of recorded individual preferences, 
habits and characteristics. The data is analysed to 
develop recommendations about timing, channel (i.e. 
which media to use) and messaging. The promise of 
reaching the right person, at the right time, with the  
right message, about the right product or service, has 
long been the claim of the market research. There 
have been and continue to be reasons to suspect that 
these claims may be inflated. However, it appears 
likely that data-driven and AI-informed research will 
develop targeting methods and improve results. This is 
the case for all types of targeted messaging, not only 
disinformation, but that does not diminish the concern 
that malign influence may become more effective 
through AI-informed micro-targeting. 

Summary / conclusion 
Efforts targeting mis/disinformation have proliferated 
and grown in importance in the last decade. This is 
largely a response to increasing concerns about threats 
to democratic norms and public safety, and concerns 
about the impact of malign interference as an aspect  
of information warfare.

Mis/disinformation, and therefore the attempts to 
counter it, occurs at various levels (micro-meso-
macro) and may target different elements: audiences; 
content; channels and more broadly the information 
environment; economic systems and business models; 
the perpetrators and facilitators of mis/disinformation; 
or a combination of these.

Assessments of countering efforts use various indicators 
as relevant to the elements being assessed. To date, 
research is limited on the effectiveness of these efforts. 
It is difficult to draw generalisable conclusions.

The recommendations arising out of research to 
date are to consider all options for countering mis/
disinformation, and to plan targeted countering efforts 
based on the conditions, contexts, contingencies, and 
desired outcomes.
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Overview
This section contains three chapters that outline how 
indicators of influence can be applied, and how.

The first chapter lists and describes a range of 
indicators, referred to here as the Indicators Toolbox. 
They include:
•	 Indicators from the micro, meso and macro chapters, 

compiled and summarised; and
•	 Additional indicators that are commonly used 

in systematic planning and assessments of 
influence activities, organised into three sections: 
audience analysis, campaign evaluation, and threat 
assessment of malign influence.

The second chapter describes how indicators can be 
organised into systematic, structured, goal-orientated 
processes. These goals are typically (and aligned 
with the previous point) planning influence activities 
(foregrounding audience analysis), monitoring and 
evaluating influence activities; and assessments of 
the threats, activities, outcomes and effects of malign 
influence activities.

These structured processes are based on models 
derived from:
•	 Public relations and strategic communications 

literature on campaign planning and evaluation;
•	 Literature on data-driven campaigning (DDC), 

especially in the context of political communication 
campaigns; and

•	 Literature outlining approaches to identification of 
and response to malign influence activities, including 
foreign interference and disinformation campaigns.

The third chapter provides an annotated list of examples 
of planning, evaluation and threat assessments, collated 
from available open-source examples and scholarly 
literature. These examples include case studies of 
specific assessments as well as frameworks that have 
been proposed for wider application.

Section 2 – Influence 
Indicators in Practice
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This chapter summarises the indicators referred to in the 
earlier sections and adds a list of methods and practices 
used to develop indicators and analyses of influence 
actors, activities and effects, derived from audience 
analysis and strategic communications planning and 
evaluation approaches.

Micro level indicators
Mastery
Need for Cognition: The Need for Cognition Scale (NCS) 
quantitatively measures the extent to which individuals 
engage in and enjoy deep and effortful thinking (Cacioppo 
& Petty, 1982). 

Uncertainty orientation: Refers to individual differences 
in how people manage and resolve uncertainty about 
themselves, their environment, the consequences of their 
thoughts and behaviours. Uncertainty orientation can 
be assessed on a scale consisting of two components 
(uncertainty and authoritarianism), as described by Shuper 
and colleagues (2004). 

Analytical and intuitive thinking: There are several 
existing measures which can provide insight into 
individuals tendency to use analytical or intuitive styles 
of thinking. For example, the Rational Experiential 
Multimodal Inventory (REIm), the Actively Open-Minded 
Thinking (AOT) scale, and the Cognitive Reflection Test 
(CRT) are all commonly used indicators of individual 
styles of thinking.

Social reality testing: the need for mastery is 
recognisable when individuals seek out and share 
information, indicating that ideas are being tested 
amongst each other. 

Official states of emergency: directly observing official  
states of emergency can provide insight as to objective  
threat perceptions. 

Perceived threat: while threats can be objective (as 
above), they can also be subjective, perceived by some 
communities but not others. Realistic or symbolic 
threats can be assessed formally or informally, e.g., 
for example, the threat perceptions scale (Stephan & 
Stephan, 2017) or language use measures, such as 
assessing the levels of threat language in a corpus of 
text using LIWC.  

1.	 Realistic threat. Perceived threats to a group’s well-
being (whether that be health and safety related, 
or economic and politics related) are considered 
realistic threats. 

2.	 Symbolic threat. Perceived threats to a group’s status 
(such as differences in values, beliefs, and attitudes) 
are considered symbolic threats. 

Capacity to engage with content: similarly to threat, 
one’s ability to engage with content can be either real 
or perceived. Objectively, this factor can be assessed, 
for example, by measuring the amount of time that 
the content was made available to the audience. 
Subjectively, the audience may perceive that they 
did or did not have enough time to engage with the 
content. Example items of self-reported information 
engagement are reported by De Dreu (2003).

Belongingness
Social identification: refers to the commitment 
(emotional and psychological) that people can 
have to groups. Measuring social identification can 
provide insight into connections between people, and 
how subjectively important these connections are. 
Approaches to measuring this construct include:
1.	 Self-reported measures via surveys, for example. 
2.	 Word counting. The written or spoken 

communication from group members can be an 
indication of connections between people. For 
example, the use of collective personal pronouns 
(“we” and “us”) can be indicative of identities. 
Assessing identification in this way can be achieved 
by natural language processing.

Group membership: people can be committed to 
multiple identities which have the ability to impact 
behaviour and influence. It is important to understand 
which identities are complementary or antagonistic to 
one another. This can be achieved using
1.	 Social Identity Mapping (SIM). SIM involves the 

construction of a visual map which represents one’s 
subjective group memberships and the connections 
between them (Cruwys et al., 2016). This process is 
a means of assessing highly relevant membership-
related constructs, such as the number of groups, 
number of important groups, group compatibility, 
group contact etc. SIM can be carried out in person 
or online using the online Social Identity Mapping 
(oSIM) tool (Bentley et al., 2020).

2.	 Social Network Analysis (SNA) (see section on SNA, 
below).
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Norms: refer to accepted standards within a given group. 
1.	 Types of norms (e.g. values, beliefs, behaviours, 

emotions).
2.	 Must be measured in the context of the group 

membership (see above).
3.	 Descriptive norms (what is currently done) vs 

injunctive norms (what should be done).
4.	 Assessing patterns not only within groups, but 

between groups.

Autonomy
State autonomy: refers to the need to feel that one’s 
decisions are self-directed in relation to specific tasks 
and circumstances. Typically measured via self-
report survey scales (for example, Van den Broeck 
and colleagues (2010) provide a 16-item scale of 
autonomous and controlled motivation).

Trait autonomy: refers to the same need, however, in 
a more general sense. A validated measure for this is 
presented by Chen and colleagues (2015), a 3-item 
scale which taps into satisfaction of autonomy. 

Identity Leadership Inventory (ILI): the ILI is a validated 
inventory that assesses four components of identity 
leadership: identity prototypicality (representing the 
unique characteristics of the group, “being one of us”), 
identity advancement (advancing the goals of the group 
and preventing group failures, “doing it for us”), identity 
entrepreneurship (creating a sense of unity by defining 
the core values and norms of the group, “crafting a 
sense of us”, and identity impresarioship (creating a 
physical presence for the group which can be seen by 
those outside of the group, such as through events and 
activities, “making us matter”) (Steffens et al., 2013). 

Word counting of written or spoken communication 
from leadership: as discussed above in relation to 
social identification, the use of collective pronouns 
in written or spoken language can be indicative of 
identities. Assessing the extent to which a leader/
authority figure is able to cultivate a shared sense of 
identity can be carried out similarly through language 
analysis software such as LIWC, analysing the language 
use of leadership rather than group members. 

Language style matching (LSM): LSM is a metric which 
measures the extent to which multiple pieces of text 
match in their writing style. Measurement involves 
calculating similarity in the use of function words (those 
which hold grammatical meaning, such as ‘but’, ‘with’ 
and ‘can’), in order to observe implicit markers of social 
engagement and influence (Ireland & Pennebaker, 
2010). Text can be analysed for LSM using software 
such as LIWC, and can be carried out as follows:

1.	 Pairwise comparison. When interested in directly 
comparing two people within a group, pairwise 
comparison is the appropriate method to use.

2.	 One-to-many comparison. When interested in 
observing an individual’s fit within the larger group, 
one-to-many comparisons should be used.

Meso level indicators
		
National Solidarity: refers to the assessment of the 
stability of a nation-state via social cohesion. This 
construct can be measured using survey data, for 
example the World Values Survey, the International 
Social Survey Program, the Australian Survey of Social 
Attitudes (as per the Australian Consortium for Social 
and Political Research Inc., ACSPRI). Perceptions of 
national solidarity can also be assessed using qualitative 
methods (see methods). 
1.	 Attempts to violate national solidarity. Can typically be 

assessed via global competition over national status. 
For example, the International Institute for Managing 
Development (IMD) provides a World Competitiveness 
Ranking which collects survey data covering many 
international economies.

Civil society: the strength of civil society is an important 
consideration for resilience to foreign interference. 
Common approaches to measuring the strength of 
civil society include count data regarding the number 
of voluntary organisations and memberships of those 
organisations. Another approach to the assessment of 
civil society is Social Network Analysis (see below).

Social capital and trust: refers to broader engagement 
in public activities (e.g. involvement in clubs, non-political 
associations etc.). It can be measured via time-use 
surveys, such as those offered by the U.S Bureau of 
Labor Statistics or the Australian Bureau of Statistics. 
An important note, however, is that time-use surveys are 
generally more established in the Global North than they 
are in the Global South. As social capital relates to the 
nature of social ties, Social Network Analysis might again 
be useful depending on the target audience.

Social polarisation and conflict: Polarisation can be 
assessed using measures of voting behaviour, campaign 
participation, complimented by attitude measures 
towards specific political figures. Most significantly, 
decline in middle values. Measures of civil society should 
be balanced against indicators of social polarisation, as 
not all social conflict is destructive.

Trust in media: Surveys are a common form of 
measuring population level trust in media, and regular 
surveys track changes over time. The Pew Research 
Centre (2022) undertakes such research, largely but 

Chapter 6: The Indicators Toolbox



44

not exclusively based on US audiences. The Reuters 
Institute/University of Oxford Digital News Report 
(Newman et.al., 2024) undertakes worldwide research 
(46 media markets) using YouGov to administer 
online questionnaires that include questions of trust; 
these annual reports began in 2012. The University of 
Canberra (Park et.al., 2024) participates in the global 
research and additionally produces a report on the 
Australian news media market. Flew et.al. (2020) 
offer a more comprehensive account of the multiple 
analyses of trust in Australian News Media, integrating 
surveys by research organisations Ipsos, Roy Morgan 
and Endelman.

Other measures of the quality of the news media 
seek to assess fundamental characteristics such as 
the independence, diversity and professionalism of 
journalism. Independence is assessed, for example, 
using indicators of press freedom. Reporters without 
Borders (2024) publishes an annual press freedom 
index calculated using five qualitative indicators: (1) 
political autonomy, (2) legal protections, (3) economic 
constraints, (4) socio-cultural constraints (for example, 
attacks based on gender, ethnicity, religion), and (5) 
personal safety of journalists. 

Diversity is (in part) assessed by considering the 
concentration of media ownership and the levels of 
pluralism in journalists and in the sources they most 
frequently use and/or viewpoints they prioritise. Finally, 
indicators of professionalism assess the normative 
values (like accountability and objectivity), institutional 
structures (e.g. editorial boards and industry bodies 
like a Press Council) and levels of education and 
professional training.

Anti-government sentiment: identifying assessing 
potential interactions between high-risk (i.e., radical 
and extremist) groups has been key to measuring 
anti-government sentiment. Due to these populations 
being notoriously difficult to sample (resulting 
from their inherent distrust of official institutions), 
measuring the expressions of these groups are 
typically carried out using content analysis (see 
below). Some other approaches to assessing anti-
government sentiment include:
1.	 Surveying the public. For example, the Australian 

National University (ANU) offers the ANUPoll, which 
captures changing views of governance; and 

2.	 Rates of disrupted violent plots reported by law 
enforcement. For example, the US Department 
of Homeland Security offer the Homeland Threat 
Assessment for the United States.

16The complete description of all 133 indicators used is available at 
https://power.lowyinstitute.org/methodology/
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Social Crisis: consists of several stages according to 
Turner’s theory of social drama (1986). Identifying said 
stages and observing their outcomes in the context of a 
specific event can be measured using content analysis 
of public discourse (e.g. newspapers and magazines 
contain coverage of crisis events). 

Macro-level indicators
Indicators of national power
National power is usually assessed at the level of one 
or more ‘dimensions’ of power. A common approach 
is to consider diplomatic, informational, military and 
economic (DIME) dimensions of national power, 
although other models add financial, intelligence and 
legal dimensions (DIMEFIL). A common approach 
to assessing dimensions of national power utilises 
secondary sources of data to compile, weight and 
combine data into an overall power measure, and 
oftentimes to rank nations accordingly. 

The Lowy Asia Power Index serves as an exemplar. It 
consists of eight measures of power, derived from 30 
sub-measures of power, compiled from 133 indicators. 
The categorisations, weightings and sources of data 
are summarised here (see Figure 3).16 



45

Figure 3, based on The Lowy Power Index (Patton, Sato, &amp; Lemahieu, 2023).

Power 
measure

weighting Sub measures Indicators (examples over)

Economic 
capability

17.5% Size Gross domestic product (GDP) at purchasing power parity

International 
leverage

Corporate giants (numbers of public companies listed in the Forbes 2000

Technology GDP on research and development as a share of total GDP

Connectivity Exports and imports of goods and services

Military 
capability

17.5% Defence spending Estimated military expenditure

Armed forces Active military and paramilitary personnel

Weapons and 
platforms

Various proxies used, e.g. main battle tanks, attack helicopters and infantry 
fighting vehicles used to indicate Land warfare power

Signature 
capabilities

Various indictors used, e.g. expert surveys of intelligence capabilities

Asian military 
posture

Expert surveys of ground forces and naval deployments

Resilience 10% Internal stability Political stability and absence of violence / terrorism using World Bank 
Worldwide Governance Indicators

Resources security Energy self-sufficiency: primary energy production as a share of total  
energy use

Geoeconomic 
security

Dependency on global trade, measured as trade as a proportion of GDP

Geopolitical 
security

Overlapping territorial claims / unresolved land border and maritime 
demarcations

Nuclear deterrence Launch platforms for intercontinental ballistic missiles

Future 
resources

10% Economic 
resources 2030

GDP forecast at purchasing power parity, 2030

Defence resources 
2030

Estimated military expenditure at defence sector purchasing power parity, 
2030

Broad resources 
2030

Estimated aggregate score for economic resources, military capability and 
resilience measures

Demographic 
resources 2050

Forecast for total working-age population, 2050

Economic 
relationships

15% Regional trade 
relations

Total value of trade with Asian countries

Regional 
investment ties

Ten-year cumulative flows of outward foreign capital investment in Asian 
countries

Economic 
diplomacy

Bilateral and multilateral free trade agreements concluded with Asian 
countries

Defence 
networks

10% Regional alliance 
network

Number of codified alliances between Asian countries, including a mutual 
defence clause or actionable security guarantee

Regional defence 
diplomacy

Number of bilateral and plurilateral defence diplomacy meetings held 
between Asian countries

Global defence 
partnerships

Annual arms imports and exports

Diplomatic 
influence

10% Diplomatic network Number of embassies, high commissions and permanent missions

Multilateral power Net capital contributions to the United Nations Secretariat, share of global 
total

Foreign policy Expert survey: efficacy of political leaders in advancing their country’s 
interests

Cultural 
influence

10% Cultural projection Number of global brands in the Global 500

Information flows Average percent of total online searches for selected news agencies

People exhanges Diaspora influence indicated by share of immigrant population in other  
Asian nations
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The Lowy Asia Power Index combines several sources  
of secondary data with surveys of experts. 

The ISEAS State of Southeast Asia report offers another 
approach, surveying experts from academia, business, 
government, civil society, the media, and regional 
organisations about forms of influence: economic; 
political and strategic; support for global trade; and 
leadership regarding the rules-based international order.

Bilateral indicators of national power
Bilateral (or ‘dyadic’) indicators of national power are 
based on similar dimension of power to those above 
but use them to assess interactions between countries 
and reliance of one country on another. 

An example of this is the Formal Bilateral Influence 
Capacity Index (FBIC)17, which refers to interaction 
volume as ‘bandwidth’ and assesses that two 
countries that interact more frequently and across 
more dimensions of activity are more likely to have 
opportunities to exert influence on one another. FBIC 
also refers to ‘dependence’ as a measure of how reliant 
one country is on another for its economic activity 
or security, suggesting countries with high levels of 
dependence can be more easily manipulated (Moyer, et 
al, 2021). 

Issues-based and intangible indicators of bilateral 
influence
Influence can vary according to issues and how these 
affect bilateral relationships. Long (2022) suggests 
three indicators: 
•	 policy divergence, the degree to which goals differ;
•	 issue salience, levels of importance of the issue; and
•	 preference cohesion: levels of consensus on the 

issue within decision-making elites. 

Policy divergence, issue salience and preference 
cohesion are imprecise but not impossible to evaluate, 
using empirical and interpretive methods and focussing 
on analysis of foreign policy statements and actions to 
infer interests and intentions, as well as assessments 
of domestic politics to identify key issues, key decision 
makers and the networks they are located within, and 
the dynamics of political systems.

Other intangible influence indicators are discussed 
in Chapter Four. These include intangible national 
characteristics such as national ambition and will, 
and credibility. Analyses of these will be informed by 
historical, political, cultural and ethnographic research, 
using various methods including those outlined in the 
next section.

Additional common 
Indicators – tools and 
techniques for research  
and analysis
 

Audience Analysis
Surveys and interview-based methods
Surveys: a series of questions addressing attitudes, or 
opinions, typically of a sample of a target population, 
usually collecting data from a large number of 
participants. 

Cross-sectional surveys are observations of population 
at one time point, and the results may be analysed 
according to variables within the population, such as 
location or demographics.

Longitudinal surveys are observations of the same 
sample across multiple time points. If the same 
questions are asked of different samples over multiple 
time points, this is called a time-series analysis.

Purposive sampling surveys target a specific population 
based upon the criteria. An example is Delphi surveys, which 
address the attitudes and opinions of selected experts. The 
ISEAS State of Southeast Asia and Lowy Asia Power Index 
both use Delphi survey methods. The Lowy Index combines 
these with other indicators.

Surveys may include closed-ended (participants select 
an answer) or open-ended questions (participants 
provide answers, verbally or written), or a combination.

The types of participant responses may include multiple 
choice selections, or scale ratings. Commonly used 
scales include
1.	 Binary or dichotomous scales, such as yes or no 

selections, which are simplistic but can provide 
useful information.

2.	 Likert scales consist of a statement or question, 
followed commonly by a 5-point or 7-point scale range 
for answers, from a positive extreme to a negative 
extreme (i.e., “strongly agree” to “strongly disagree”). 
Likert scales are commonly used but impacted by 
biases, including central tendency bias (the tendency 
to cluster answers around the midpoint of the scale) 
and acquiescence bias (the tendency to respond 
positively for social desirability reasons).

17The FBIC database is interactive and available at https://korbel.
du.edu/fbic. 
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Surveys are often administered online (via platforms 
such as SurveyMonkey, Qualtrics, or Google Forms) 
and over the phone using systems such as computer-
aided telephone interviewing (CATI) or face to face 
interviewing. 

Structured interviews are a means of conducting face 
to face or telephone surveys. Face to face interviews 
are carried out as intercept interviews, wherein 
researchers gather information directly from the 
consumer (i.e., a questionnaire for a customer on-site).
In-depth interviews offer rich qualitative data, 
consisting entirely of exploratory, open-ended questions 
or prompts for discussion. Participants explain their 
opinions and perspectives in their own words and 
discuss topics with interviewees. 

Semi-structured interviews combine structured and 
in-depth interviews. A common format is to ask closed-
ended questions initially, followed by related open-ended 
questions and prompts. 

Closed-ended questions provide data that can be 
analysed statistically. Interviews eliciting qualitative 
data are explored using forms of textual and discourse 
analysis (see below). 

Focus groups are similar to in-depth interviews but 
carried out in small groups, typically up to 10 people. 
A moderator poses questions to the group, and group 
members respond to the moderator as well as each 
other in discussion. 

Sense-making methodologies and evaluation as 
listening, a variant on focus groups, emphasised the 
practice of listening to what a group of participants 
wants to say, rather than answering an organization’s 
questions. This aims to elicit and acknowledge 
groups’ and individual’s priorities and perspectives, 
and seek to contextualise understanding as located 
in a group’s system of sense making and modes 
of communication. It is a less structured and more 
bespoke approach, resulting in richer and deeper 
analyses but not easily generalizable.

Ethnography involves similar qualitative methods of 
research, collected through in-depth interviews as well 
as observations. Ethnographic research is characterised 
by immersion in the setting of the participants, to 
observe life as it happens in a field or ‘real world’ setting.
 
Digital ethnography, a type of ethnographic research, 
seeks to explore cultures and sub-cultures which exist 
in online spaces.

Participant observation is a type of ethnography 
where the researcher is immersed in, a member of, and 

participates in the activities of, the group. It mirrors 
actual, everyday experience in that members of groups 
need to learn about the group they belong to, but 
adds methods such as interviews and field diaries to 
formalise and systemically record observations. 

Audience Response Metrics
Recall measures message memorability. Individuals are 
exposed to a message and later asked if they remember 
it and what they remember about it. Recall may be either 
unaided (unprompted, such as what movies have you 
heard about) or aided (prompted, such as have you 
heard about Deadpool versus Wolverine). Recall may not 
indicate success; individuals may not correctly recall the 
message’s content, relevance or purpose. 

Awareness and attitudinal measures elaborate 
on recall, inquiring after levels of familiarity with, 
perceptions about, and sentiment towards, a product, 
service or message. A common example asks for levels 
of satisfaction.

Intentions asks about the likelihood of taking certain 
actions. Reported intentions do not equate to outcomes 
but provide insight into long-term effects. 

Reputation refers to shared or collective perceptions 
about a person/brand/organization. Common examples 
of the collection of reputation data include companies 
such as RepTrak (which offers a Global RepTrak Report) 
and Harris Insights and Analytics (which offers the 
Harris Poll).

Trust (the reliance on the integrity or ability of a person 
or entity) is a key element of reputation, as it underpins 
perceptions of legitimacy. For example, the Edelman 
Trust Barometer offers a general measure of trust across 
multiple societal domains (e.g. government, media, 
business, NGOs, etc.). 

Experimental Methods
Experimental research design involves the controlled 
testing of cause-and-effect relationships. An 
independent variable (i.e., the predictor) is manipulated 
by the researcher, such that different types or levels of 
this variable can be administered to different groups of 
participants. 

The aim is to observe the effect of changes to the 
predictor on the dependent variable (i.e., the outcome). 
If responses to the outcome measure are dependent 
on the conditions of the predictor, then a causal 
relationship can be established between the two 
variables. However, for experiments to draw valid 
conclusions, they must be carefully designed to  
avoid confounding other variables which then blur  
the interpretation of effects. 
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Within experimental research, there is a distinction 
between lab and field experiments. Lab experiments are 
conducted in controlled environments, whereas field 
experiments are conducted in natural settings, reducing 
the level of researcher control but reflecting, to a certain 
extent, ‘real world’ experiences.

Randomized Controlled Trials (RTCs) are considered 
the gold standard of experimental research, aimed 
at evaluating the effectiveness of interventions 
by reducing researcher and participant bias. The 
effectiveness is determined by drawing comparisons 
between the experimental condition/s and a control 
condition, with a subset of the target population being 
randomly assigned to conditions. 
•	 Randomization is particularly important in reducing 

selection bias. To further reduce bias, both the 
researchers and participants are (where possible) 
unaware of the condition participants have been 
assigned to (called blinding). 

•	 There are different types of control conditions (i.e., 
placebo controls, active controls, wherein the control 
condition engages with specified components 
of the intervention, or passive controls such as 
waitlist conditions, wherein the intervention is not 
administered to the control condition). Each control 
condition produces different effects and therefore 
selection of the appropriate control condition 
should be guided by the research goals and chosen 
methodology (Mohr et al., 2009). 

•	
Physiological testing is used under experimental 
conditions to observe responses to messaging. 
1.	 Pupillometric testing measures pupil dilation, 

which may be in response to a number of stimuli 
including emotion. 

2.	 Eye movement tracking indicates which specific 
pieces of content which catch their attention, how 
long they attend to it, or which aspects were not 
attended to.

3.	 Galvanic skin (electrodermal) response measures 
an audience’s reaction to various stimuli through 
micro sweat gland activity, which can capture 
emotional arousal. 

4.	 Blood pressure testing can be used as an indicator  
of an emotional response to content. 

5.	 Neuroimaging measuring brain activity can be an 
indication of cognitive processes and attention in 
response to the content. 

Observational trials: like experiments, observational 
trials involve the observation of effects of an 
independent variable on a dependent variable for a 
specified sample. However, rather than being assigned 
to an experimental or control condition, cohorts or 
panels are observed by the researcher to determine 
the outcomes of exposure to an independent variable.

Evaluation of influence 
activities campaign 
Traditional media outputs18

Media mentions refers to the number of times specific 
content appears in the media, broadly understood to 
include print and broadcast news media and their online 
versions or equivalents. These are sourced from media 
monitoring agencies.

Circulation refers to the numbers of distributed copies 
of media products. These can be sourced from audited 
figures, typically from the publication itself or via an 
independent authority. 

Reach is usually calculated as either (1) the total 
number of people, or (2) a percentage of the total 
potential audience, who saw or heard a piece of 
content. For example, if an audience of 100,000 (out of 
a population of 1 million) saw an advertisement at least 
once, the reach is 100,000, or 10%. There is a common 
distinction made between paid and earned reach (see 
next section) – the first being, usually, advertising, and 
the second via news reporting or other unpaid coverage 
(such as in lifestyle and entertainment programs).

Impressions / OTS refers to the number of times that 
a piece of content is viewed or heard, whether online, 
in print or via broadcast (television and radio). If 80,000 
people saw an advertisement once, and 20,000 of this 
audience saw the advertisement six times (three times 
on television and three times online), the impressions are 
200,000 (80,000 x 1 plus 20,000 x 6).
 
Share of Voice: refers to the amount of media coverage 
received by the content, particularly in comparison 
to competitors publishing content of similar focus. 
Calculating SOV can provide insight as to the volume 
of media coverage in the context of the general 
market, however, it cannot provide insight regarding 
the sentiment of said coverage (i.e., coverage may be 
positive or negative).

Cost per Thousand (CPM): estimating the cost-
effectiveness and reach of the communication of paid 
content. Specifically, refers to the price of advertising per 
1,000 impressions (as above). 

18 There are inconsistencies in how some media metrics are 
calculated and used. We have taken our definitions from Macnamara 
(2018), an established authoritative source.

Section 2 - Influence Indicators in Practice
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Digital and Social Media
Digital Reach includes:
1.	 Paid reach, which (as above) refers to the number of 

people who see paid content;
2.	 Earned reach, which refers to publicity generated by 

organizations through public relations activities such 
as press releases and interviews. Earned Medi Value 
(EMV), for example, is a metric which estimates 
engagement with social media content via third-
parties (i.e., unpaid exposure) (Carn, 2023);

3.	 Owned reach, which refers to digital content created 
and controlled by an organization. This may include 
websites, official blogs, and social media accounts 
and content. 

4.	 Organic reach, which refers to content distributed 
by users, such as sharing and reposting (e.g. 
retweets (Twitter/X), reblogs (Tumblr), and 
regrams (Instagram). This is measured via the 
platform (i.e., Facebook Insights, Twitter Analytics) 
or via applications such as SharedCount. While 
people generally tend to share content they 
view favourably, some may share content they 
disapprove of, to garner outrage. Share counting 
cannot indicate sentiment.

Visits/sessions refers to the number of times a unique 
user visits a website. The session starts when the 
user enters the website and ends when the user stops 
interacting with/leaves the website.

Views/page views include measuring the number of 
web pages visited as well as:
1.	 Time on Page or duration, an indicator of how much 

attention was paid to a specific page, which may be 
more insightful than a simple view count.

2.	 Bounce Rate, which refers to the number of users 
who enter a website but leave shortly after entering 
rather than continuing to view other pages.

Clickthroughs and Clickthrough Rates (CTR) record 
page/website visit via users clicking on a link (which 
may be embedded in an image or advertisement). 
Clickthrough rates represent the ratio of the number of 
times a link is clicked to the number of times the link is 
presented (Lohtia et al., 2003).

Conversions refers to the percentage of people who 
engage in an action after being prompted by the content 
they are viewing (e.g. signing a petition, subscribing to a 
YouTube channel). 
 
This percentage is known as the conversion rate, a 
generic term which can be narrowed according to the 
specific action being taken, such as subscribing. 

Cost per Click (CPC) and Cost per View (CPV): a 
similar concept to Cost per Thousand (CPM), CPC refers 
to the fact that social media sites charge advertisers to 
host their content based on the number of clicks. CPC 
is estimated by dividing the cost of advertising by the 
number of clicks the content generates. CPV, similarly, 
refers to the average amount advertisers pay when a 
user watches 30 seconds (or the full duration, if this is 
less than 30 seconds) of an advertisement. CPV can 
be estimated by dividing the total cost of the video 
advertisement by the total number of views it receives. 

Engagement (Likes, Shares, Follows) are basic metrics 
for the evaluation of the reception of content, the 
general interpretation of which is that engagement is 
an indicator of greater success. However, these are 
relatively low effort and do not necessarily indicate deep 
interest in the content. Moreover, incorrectly equating 
engagement with success is a textbook example of 
Goodhardt’s Law (see Introduction, p.12). A more 
modest approach usefully uses engagement as a proxy 
for attention (Spry, 2018).

Content (Posts, Comments) can be counted to provide 
an initial estimation of attention. More in-depth content 
analyses (see also next section) can assess:
1.	 Sentiment, referring to the feelings and opinions 

expressed in content.
2.	 Tone, referring to the manner of speaking, typically 

categorised using a broad three-point rating scale: 
positive, neutral, and negative. 

3.	 Favourability takes into account variables such as size/
length of content, prominence, audience reach, and 
topics discussed.  

Content and channel analysis
Content analyses focus on the messages created and 
includes consideration of lexicon, narratives, genres, 
imagery and multi-modal elements including textual, 
visual, and audio features19. Content analyses vary 
methodologically in terms of the size and scope of the 
content considered, the techniques used to undertake 
the analyses, and the theoretical approach. 

The size and scope ranges from the very large – 
massive corpa, typically sourced from online or digital 
sources – to a single document or artefact such as the 
transcript or recording of a speech, or a single social 
media post. 

19For simplicity, the terms ‘text’ and ‘content’ are used to include 
textual, visual, multimedia and multimodal artefacts – these can  
range from a lengthy official document to a vibrating alert to a video  
link on a smartphone.
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Techniques include quantitative methods, often 
used a sizeable corpus to undertake large scale 
analysis of major themes and topics. These can be 
undertaken using human researchers who code the 
content according to categories that may either be 
pre-determined or may emerge from the process of 
analysis. Also, computational methods use software 
with forms of pattern detection, typically based on the 
organisation, proximity and relationship of semantic 
elements in the text to identify key themes and topics, 
and the relationships between these elements. 

Qualitative methods typically involve more attentive 
reading of smaller numbers of texts or artefacts with 
the intention of interpreting the texts in their contexts, 
cognisant of the cultural frameworks within which the 
content is created and – most importantly – consumed. 

Qualitative analyses often require attention to nuance 
and detail, as well as specific cultural knowledge 
and experience, in order to grasp key references, 
connotations and significances. These specific 
analyses are often also supported by relevant 
theoretical frameworks, such as those discussed in Part 
One of this report (see also discussion of middle-range 
theory, p. 11).

Qualitative Approaches to content range from the 
largely descriptive textual analysis, focussing on 
identification and representation of content themes 
and topics, to Critical Discourse Analysis (CDA), which 
examines texts in their socio-political contexts. 

CDA approaches seek to interpret how power (or, 
‘influence’) is “enacted, reproduced, legitimated, and 

resisted by text and talk in the social and political 
context” (van Dijk, 2015, p. 467). It aims to uncover and 
account for the ways content utilises and/or reinforces 
pre-existing narratives, tropes, and assumptions about, 
for example, national or socio-cultural characteristics. 
It furthermore aims to highlight and deconstruct how 
these narratives, tropes and assumptions are used 
to shape strategic narratives about, for example, 
legitimacy or blame. 

Narrative analysis, a type of discourse analysis, 
focusses on the ‘story’ that is being told, and how that 
story serves strategic goals. Narratives differ in this 
sense from other types or genres, of discourse such as 
speeches, regulations, policies, plans, although these 
may be incorporated into narratives. Narrative analysis 
identifies the protagonists and antagonists, their 
purported purposes and motivations, and their actions 
and outcomes. 

Computational narrative analysis methods are used to 
identify narratives when dealing with very large texts 
or corpa, and especially when narratives are conveyed 
over multiple online sources, such as social media 
posts and online blogging networks (Ranade, P., et.al, 
2022). 

The emphasis in narrative analysis is on uncovering or 
clarifying how the messaging seeks to portray actors 
and actions in a certain light. Moreover, the objective 
is also to locate the narrative in a broader strategic or 
political context – this strategic element is what makes 
these narratives of interest for the analysis of influence 
operations; this is why these narratives are referred to as 
‘strategic narratives’ or sometimes ‘influence narratives’.

Case study: Narrative analysis
The Digital Forensic Research Lab at The Atlantic Council (2023) analysed pro-Kremlin outlets published 
prior to the invasion of Ukraine. They identified primary narratives as:
•	 Russia is seeking peace:
•	 Russia has a moral obligation to do something about security in the region;
•	 Ukraine is aggressive;
•	 the West is creating tensions in the region; and
•	 Ukraine is a puppet of the West.

Recorded Future (2022, 2024) has examined Russian information operations targeting Western 
governments and populations through ‘influence narratives’ which aim to divide the coalition on Ukraine. 

These narratives seek to weaponise economic discomfort in Western nations by blaming support for 
Ukraine and policies toward Russia. They aim to turn economic pain into political discontent and direct it at 
incumbent governments facing elections in 2024.

Section 2 - Influence Indicators in Practice
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Topic Modelling is a means to organise and provide 
insights about text-based content. It is typically used 
with textual data that is larger than can be realistically 
analysed using manual methods. Topic modelling relies 
on statistical techniques based on the distribution of 
words that appear in the documents to uncover topics 
and relationships between topics. 

There are various topic modelling methodologies. 
Unsupervised topic models, which are common, 
are beneficial for identifying topics without prior 
knowledge or guidance. Supervised topic models, which 
incorporate pre-identified data to influence the process, 
are used when certain topics are expected or of 
interest. Hierarchical topic models identify hierarchical 
relationships between topics and are used to identify 
topics within topics to offer a more granular analysis.

Channel analyses identify and evaluate the means 
(vectors) by which content moves through information 
environments. The focus is typically on the types and 
systems of communication media involved. ‘Discourse 
chains’ are an element of CDA that focusses on how 
discourses ‘travel’ from one text to others, and how they 
are changed through processes of re-mediation and 
re-interpretation. Discourse chains therefore combine 
CDA with elements of channel analysis, including the 
techno-social systems that combine communications 
technologies with socio-cultural systems to shape, 
facilitate and limit how discourses travel.

Network analysis
Network analysis examines connections between entities 
(social network analysis), or between ideas (semantic 
network analysis).

Social network analysis (SNA) is a commonly used 
method of analysis used to explore interactions of 
influence in social relationships. As such it can be 
applied to several topics covered in this report. 

At the micro level, SNA is used to explore social 
influence and social selection. Social influence 
considers connections with others and how these 
connections impact opinions, beliefs and behaviours. 
Social selection theory similarly uses SNA to map 
relationships between individuals, in this case based 
on the notion that people select connections based  
on shared or desirable characteristics or behaviours,  
a phenomenon known as homophily.

At the meso level, SNA can be used to explore how the 
structures of the networked relationships contribute 
to social capital, and how new ideas and technologies 
are communicated through networks and adopted or 
resisted – known as diffusion of innovations theory. 

At the macro level, SNA can be used to map 
relationships and influences in areas such as voting 
patterns at the United Nations General Assembly, 
imposition and enforcement of international sanctions 
regimes, and the operations of international terrorist 
and criminal networks.

SNA examines the relationships between actors, which 
may be distinct individuals, or collective units such 
as organisations, companies, institutions, and even 
nations. In SNA, these individual entities are referred to 
as nodes. 

The relationships between nodes, referred to as 
edges, vary depending on the nature of the network 
under investigation. They may include, for example: 
forms of communication, collaboration or competition 
between organisations; trade or security agreements 
between nations; family ties and social relations within 
a community.

Figure 4 (from O’Connor and Weatherall, 2019) illustrates 
some simple network structures. Actually networks 
are not as neat. However, these indicate how different 
network structures can impact on how influence occurs. 
For example, in the Star network, the central node is by 
far the most influential as it has relationships with each 
other member of the group, and none of those have 
relationships with each other, and therefore have no 
means of influencing each other. In the clumpy network, 
two dyadic pairs connect the two groups (or ‘cliques’); 
these pairs are therefore very influential in connecting 
between the two groups. 
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Ties may be formal (such as a funding arrangement) 
or informal (such as a social connection). They may 
be directed (such as one person following another 
on social media), bi-directional (such as two people 
following each other on social media) or non-
directed (such as two people both members of the 
same community group). Actors may have multiple 
connections, known as multiplexity.

Socio-centric analyses focus on the network in its 
entirety, ideally mapping all the ties in a bounded 
community. Ego-centric analysis focuses on a main 
actor (the ego) and their connections (the ego’s alters) 
and the connections between the alters. 

Networks may be measured as one mode (the 
connections between individuals in one organisation, 
such as doctors in a hospital) or multi-modal 
(connections within an organisation and connections 
outside that organisation, or in connection with an event).

Typically, however, most individuals and organisations 
are embedded in multiple influence networks comprised 
of many sources and recipients of information: many 
messengers and many messages. Acknowledging 
this moves analysis away from a dyadic perspective 
(the influence A has on B) towards a more holistic 
‘communication ecology’ perspective, which accounts 
for multiple relationships in an open system that is 

responsive to changes in its environment (see below on 
multidimensional networks).

Methods of data collection for SNA
SNA requires collection of two types of data: the nodes 
(the actors) and the edges (the relationships between 
actors). Primary data collection typically takes the form 
of surveys or interviews, done by hand or using network 
survey tools. Respondents identify their connections 
and are asked about aspects of their relationships (such 
as how much trust an individual respondent has in a 
person, or how much funding an organisation provides 
to another). Where surveys are not feasible, other 
sources of primary data like reports, organisational 
charts, contracts, lists of partnerships and affiliations 
are used. 

Secondary data (sometimes called ‘exhaust data’), 
having been collected for other purposes, may be 
utilised by researchers, albeit with caution regarding 
its veracity and completeness. Social media data 
outlining networks based on accounts followed, group 
membership, content shared and content engagement 
are a common examples of uses of social media data 
for social network analyses.

Figure 4: Examples of types of simple network structures (O’Connor and Weatherall, 2019) 

Random Clumpy

Cycle Wheel Complete Star 
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For socio-centric analyses, saturation surveys aim 
to map entire networks. Unlike other surveys, where 
representative sampling may be used, network analysis 
requires a high response rate (ideally, above 80%).

For ego-centric analyses, name generators and position 
generators are options. Name generators elicit or 
otherwise identify an ego’s connections (alters), then 
using a snowballing approach identify the alters’ 
connections and so on. Position generators specify a 
role or function within a network, then seeks to identify 
individuals who occupy those roles, then maps those 
individuals’ connections.

A major concern regarding SNA data is validity/fidelity. 
Does the data gathered truly reflect the networked 
relationships? The accuracy of name generator data, 
for example, varies: data elicited from individuals 
through name-recall is less than 50 per cent accurate 
compared to that resulting from observations (Prell, 
2012). Also, the nature of the question impacts the 
data. Directed ties need directed questions, such as 
‘who do seek advice from’ and ‘from whom do you 
seek advice’. And in general, questions that offer fixed 
choices are less accurate than free-recall questions: 
asking someone to name 3-5 friends, for example, 
prompts responses of 3-5 ties where a more accurate 
answer may be more or less.

Indicators for SNA analyses
Network data is collected at the level of individual 
nodes and edges; it is analysed at the level of network 
structure, using concepts such as cohesion, partitioning 
and centrality.

Cohesion describes the interconnectedness of a 
network. Three types are:
1.	 closeness, an expression of the number of links 

(nodes and edges) between two actors in a network 
– a familiar term is the ‘degrees of separation’;

2.	 reachability, which outlines if the actors in a network 
are connected – those that are not are called 
isolates; and 

3.	 density, calculated by dividing the actual number of 
relational ties in a network by the possible number –  
the higher number, the more dense the network.

Partitioning refers to the subgroupings within networks 
and identifies how networks are typically unevenly 
connected, or ‘lumpy’. A component is a part of a 
network in which all actors are connected by at least 
one tie. A ‘clique’ is a subgroup in which all members 
are directedly linked to one another.

Subgroup analysis is important for the analysis of strong 
and weak ties in diffusion of innovations theory, which 
argues strong ties result in rapid sharing of (already 

accepted) ideas in cliques but that new information and 
novel ideas are more likely to enter a clique through an 
external, and probably weak, tie.

Centrality identifies the most prominent or influential 
actors in a network. The standard approach 
distinguishes three main forms:
1.	 degree centrality, which identifies the actors with the  

most direct connections and indicates high levels of 
activity or popularity;

2.	 betweenness centrality, which is a measure of an 
actor’s role in linking nodes that would not otherwise 
be connected, controlling the flow of information or 
influence between otherwise disconnected sub-
groups and acting as brokers or gatekeepers; and

3.	 closeness centrality, which measures how efficiently 
(via the fewest links) an actor can connect with every 
other node in a network and indicates how quickly 
information and influence can travel from that actor 
through the network.

SNA usually involves the use of software to collect, 
clean and analyse network data. Usually, the results 
are presented using visualisation software that present 
the networks as a pictorial representation of nodes 
and edges. Visualisation makes it easier to: overview 
network structures; identify key actors, sub-groups and 
communities; detect outliers and peripheral actors; and 
see changes over time.

Semantic network analysis
In semantic network analyses, the nodes (also called 
hubs) are words or concepts and the edges (also called 
spokes) are the relationships between them. 

Some semantic network analyses connect words based 
upon relationships of meaning (i.e. semantic). Examples 
of this include:
•	 generic or umbrella terms (hypernyms) and the 

specific terms (hyponyms) that are subtype of the 
generic term.  
‘Red’ and ‘blue’ are hyponyms of ‘colour’; ‘navy’ and 
‘sky’ are hyponyms of ‘blue’.

•	 words that are a part of something (meronyms) and 
words that are the whole thing (holonyms). Fingers 
(meronyms) are part of a hand (holonyms).

Other semantic networks analyses are based on co-
occurrence of terms. This includes identifying keywords 
of the most popular terms in a text, calculating the 
frequency with which these terms co-occur with 
other key terms, and analysing these frequencies and 
proximities to identify and cluster themes in the network. 
This can often be done using computational analyses to 
identify networks of themes in a larger corpus.

Chapter 6: The Indicators Toolbox



54

Multidimensional networks
O’Connor and Shumante (2018) emphasise the 
multidimensionality of networks in practice: 
organisations and individuals are embedded in multiple 
networks and multiple types of networks. They suggest 
two main types of networks: (1) those that indicate 
connections between actors based on activities: who 
does what and with whom do they coordinate their 
activities; and (2) those that identify how messages, 
information and ideas move through communicative 
connections, and how these messages develop 
meanings within networks.

The first type is based on social connections between 
actors and is typically defined as social network 
analysis, as per above. The second is based on the 
semantic (meaning-based) relationships between 
words, images (and other meaningful symbols) and is 
therefore referred to as semantic network analysis, or 
– when the emphasis is on the transmission of ideas or 
messages – flow networks.

Flow networks “decay rapidly” (O’Connor & Shumante, 
2018). If new messages are not transmitted, the flow 
ceases. If flow networks are persistent, they can result 
in more robust forms of connection. Affinity networks, 
based around homophily (shared understandings, 
motivations and attitudes) can evolve from flow 
networks, and incorporate social connections based on 
agreements about ideas. 

Semantic networks are more widespread and maybe 
more resilient than affinity networks. (An apt analogy 
might be fans of a star sports celebrity versus a 
sporting team’s brand, image and reputation.) There 
are clearly relationships between affinity groups and 
semantic networks, which underscores the point about 
the multidimensionality of networks analysis.

The key points here are (1) network analyses can 
include consideration of multiple networks, multiple 
types of networks, and the relationships between 
them, and (2) multidimensional network analysis 
is a useful approach to in-depth audience analysis, 
measures of impact and effect, and assessment of 
malign influence operations.

Case study: Russian Star / 
Affinity networks in practice
Russian influence operations active in the United 
States in the context of the 2016 Presidential 
election campaign appear to have sought to use 
star/affinity networks. According to O’Connor and 
Weatherall (2019), they created community pages 
on Facebook based around shared affinity (such 
as gun rights, or abortion rights). This positioned 
them as having an alignment with their group 
members priorities, attitudes, beliefs and values. 
Such an alignment increases levels of trust.

As administrators of these community pages, 
they prioritised their own posts on their 
pages’ content feed. Posts submitted by other 
community members were made more difficult 
to find, obscured behind a series of inconvenient 
links. They could communicate to the whole 
group more easily than group members could 
communicate with each other, creating a star 
network in which they were the central node.

This combination of trust and network centrality 
could then be used to more effectively influence 
the network.

Section 2 - Influence Indicators in Practice Chapter 6: The Indicators Toolbox
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Chapter 7: Applying indicators –  
a campaign planning and  
evaluation approach
This chapter outlines frameworks for incorporating 
influence indicators into structured, system-based 
approaches to analysis and decision-making. 

Two general frameworks are proposed. One facilitates 
assessment of populations (from individuals, 
communities, and societies to nations), using combined 
indicators to undertake what is variously called 
situational understanding, market research, or audience 
analysis. A second approach uses the stages of an 
information influence campaign, from goal setting 
through planning, implementation and monitoring, to 
evaluation – an approach common in public relations 
and strategic communication. These frameworks can 
used in tandem: campaign planning typically (and 
ideally) includes audience analysis. 

These frameworks can be applied to positive, attributed 
campaigns of public persuasion and diplomatic 
engagement. They can also be applied to analyses of 
threats posed by malign influence campaigns, including 
those covertly undertaken by foreign actors. The 
approaches are similar in both cases although there is 
much less agreement on the standard or best practice 
approach to the analysis of malign influence. (This is 
discussed in Chapter 5.) 

This chapter has three sections:
1.	 An outline of the elements that are included in 

audience analysis and campaign planning;
2.	 A framework for campaign planning and evaluation, 

based on best practice; and
3.	 Examples of approaches to analysis of malign 

influence campaigns, based on emerging research.

Elements for integrated 
assessment of influence indicators
The main elements of a campaign assessment are: 
actors; activities; impacts and effects; and contexts.

Actors
Actors include proponents (or ‘authors’) and target 
audiences, noting that in most assessments of an 
information environment, actors can be both authors 
and audiences, creating and (re)distributing message 
content via communication networks (which they are 
a part of).  Actor analysis incorporates indicators that 
identifies actors, describes their characteristics, and 

seeks to discern their strategies (their campaign goals 
and their target audiences).

Assessment of actors asks the following questions:

1.	 How many actors can be identified? Are they acting 
in unison, in a coordinated manner, independently, or 
in competition with each other? 

2.	 Can actors be identified? Are they recognised and 
legitimate? Are they operating covertly or disguising 
themselves? Are they a (foreign) state actor or state-
aligned, or a non-state actor?

3.	 What is the organisational structure of the actor/s? 
Is it an individual, a small group, an organised 
network, an institutionally structured organisation? 
What is the leadership and administrative structure?

4.	 What are the assets and capabilities: personnel, 
budget, expertise and the like?

5.	 What is the ideology of the group, and its purpose 
(what are the security, political, or social objectives)? 
Is the goal the maintenance or legitimisation of 
power? Is the aim to arouse people in the promotion 
of a cause?20 

6.	 What is the strategy (see below)?

All these questions will be relevant when assessing 
influence operations conducted by another actor; when 
planning one’s own influence activities, questions 3-5 
are pertinent in the initial stages of preparation and 
pre-planning). 

Strategy and tactics
Strategies and tactics utilised by influence actors 
can be identified and categorised according to the 
approach and goal of the influence activity. Critical 
elements of the strategy include (1) the identity 
and characterisation of the ‘messenger’ and the 
(2) targeting of the audience. These are typically 
undertaken prior to the communication of campaign 
content, although may not be evident until the content 
appears and can be analysed. 

The identity of the messenger is an essential indicator 
of influence strategy. Identities can be determined 
by identification of the sources of messages in the 
information environment.

 20‘Integration propaganda’ refers to that seeking to support and 
legitimise an organisation’s power; ‘agitation propaganda’ seeks to 
stimulating action in pursuit of a cause (Jowett & O’Donnell, 2019).
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The messenger may be open, attributed and branded, or 
covert, fake and/or unbranded. It may be represented as 
a credible authority, a like-minded community member, 
among others. In open, attributed campaigns, the 
identity may be determined easily; in covert or limited 
attribution campaigns, identifying of the source of a 
message may be require tracking and tracing narratives 
through various channels.

Identities can include public personas and profiles that, 
even when legitimate, are always constructed for two 
purposes. First, appearing to share the identity, values 
and motivations with the intended targets increases the 
likelihood messengers will be trusted and messages 
will be given attention and positive consideration. The 
second premise is based on the notion that individuals 
often connect with like-minded others in ‘social 
selection networks’ based on ‘homophily’ – shared 
interests, values and worldviews (Aral, 2020; Prell, 
2012) – known also as ‘affinity networks’ (O’Connor 
and Weatherall, 2019; Gehl and Lawson, 2022; see also 
Chapter 6 on network analysis). For the identity / profile 
to be effective, therefore, it needs to understand the 
target audience.

A second indicator of an influence strategy is the target.  
Target audiences range from individuals to nations and 
vary from individual citizens through to national leaders; 
they include the connecting groups, networks and 
influential individuals and institutions that constitute 
and structure societies and nations. Not all audiences 
will be equally significant; neither are all messages 
relevant for all audiences. Targeting therefore includes 
tailoring, which ranges from one specific message for 
one specific audience, to multiple differing, tailored 
messages to multiple identified audiences. 

Both the actor and the audience can be identified 
and analysed through forms of monitoring, including 
traditional media monitoring, online and social media 
monitoring including social / semantic network 
analyses, as well as via offline methods such as focus 
groups, surveys and interviews. The Indicators Toolbox 
(Chapter 6) outlines these in more detail.

Activities
Moving from actors to actions shifts the focus from 
‘who does it’ to ‘what do they do’. ‘Why’ – questions of 
strategy and purpose – remain pertinent. 

Consideration of activities explores a range of influence-
oriented communicative actions. These include 
mediated information campaigns, in which case the 
focus in on the content created and the channels 
used. Activities also include direct and interpersonal 
interactions, such as community meetings, key leader 
engagement and direct lobbying. Analogous terms 

include outreach, promotion/publicity, advocacy, and 
engagement. Indicators of activities are analogous to 
Measures of Performance (MoPs).

Analysis of activities is approached differently when 
planning, implementing and evaluating one’s own 
influence operation compared to assessing another’s 
influence operation.

Planning influence campaigns
When planning, the initial activities comprise research 
and testing to understand the target audience, develop 
appropriate messages, identify optimal channels 
for message dissemination, and undertake baseline 
analysis of key performance indicators for later 
comparison. The typical activities (See Figure 5, p.54 : 
Campaign Stages) include:
1.	 formative audience-orientated research to inform 

subsequent stages, including socio-cultural research, 
demographic and behavioural research; 

2.	 creative design;  
3.	 pre-testing (to check content, channel, messages), 

including using focus groups, test audiences, expert 
and peer review; 

4.	 content production, including for paid and owned 
media21;

5.	 media relations, to organise paid and earned media 
placement (see footnote 7); and

6.	 baselining for evaluation purposes: pre-surveys; 
focus groups, interviews, baseline data gathering 
(e.g. data bases), peer and expert review.

It is noteworthy that some research methods are 
used multiple times through this planning stage. 
Focus groups, for example, may be used for initial 
socio-cultural research, pre-testing of creative design 
prior to content production, and for pre-testing for 
the purposes of campaign evaluation. These can 
include the same cohort of research subjects although 
typically separate cohorts are used for pre-testing 
the creative versus baselining, as it is considered 
preferable if the baseline data is derived from subjects 
not previously exposed to the campaign content.

Once the planning is complete and the campaign 
prepared, the activity consists of the launch and 
subsequent timing of message activity. Usually, a 
campaign calendar outlines the schedule listing which 

 21‘Paid media refers to placement that is paid for, such as advertising, 
endorsements, boosted content on social media and similar; owned 
media refers to placement in media which is owned by the actor, such 
as their own website or social media account; earned media is when 
content appears in media that is neither owned nor paid for – typically 
this is done through coverage in the news media and (increasingly) 
through users freely sharing content on social media.
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content appears where, and associated activities such as 
press releases, campaign events, community outreach 
and so forth. Impact assessment (see below) and 
ongoing monitoring occurs during the campaign, and 
may include mid-point or regular surveys, focus groups 
and interviews, with messages and activities adjusted if 
required in response to poor campaign impact and/or to 
contend with oppositional counter messaging.

All these activities, when undertaken by ones’ 
own organisation, can be considered Measures of 
Performance (MoP), which typically take the form of 
a list and description of outputs (e.g. press releases, 
social media posts) and actions (press interviews, 
media liaison activities, advertising purchasing 
schedules etc.).

Assessing influence campaign 
activities
Assessment of the influence campaigns of other actors 
is based on the identification and analysis of campaign 
content in the observable information environment. 
Typically, this is undertaken primarily through forms of 
content analysis and observations of activities, although 
the interpretation of these activities is contingent on 
analysis of the actors and their intentions as per above.

Content analysis methods are outlined further in the 
Indicators Toolbox, in brief, these methods address 
various questions, including:

1.	 What are the content types: websites, social media 
posts, videos, memes, speeches, sermons, meetings?

2.	 What are the main themes and topics?
3.	 What narratives does the content promote?
4.	 What underlying socio-cultural tropes does the 

content use?
5.	 How does the content reflect or seek to represent 

underlying power structures within societies?
6.	 How is the content disseminated: through which 

channels?
7.	 What evidence of coordination is there in the 

dissemination of the content: is there evidence of 
organisation, or loosely organised participatory 
networks?

8.	 What tactics are used to spread and boost the 
content, including use of bots, sock puppets, hashtag 
hijacking and the like?

Impacts and Effects
Analysis of impacts and effects are the most complex 
and most crucial aspects of influence, not least 
because there are varying understandings of what 
constitutes impact versus effect. The terms are used 
variously, at times interchangeably. Other terms such 
as outcomes, results, responses, and reception are all 
included in typical communication campaign plans (see, 
for example, Macnamara, 2018). 

In this framework, we acknowledge a range of impacts 
and effects, from direct impacts - in the introduction, 
these are referred to as Measures of Impact (MoI) - to 
subsequent, related and emergent effects - referred to 
as Measures of Effect (MoE) in the introduction.

Direct impacts more closely follow influence actions, are 
more easily measurable, and causal links between actions 
and impacts are more certain. Subsequent effects include 
second/third order effects – additional, indirect, possibly 
undesirable, and/or less predictable outcomes, that 
can emerge over time and may extend actors distantly 
connected to the main campaign. 

Importantly, the categorisation of direct impacts versus 
related effects is neither binary, nor mutually exclusive. 
Rather, there is a range, or spectrum, from highly direct 
to highly indirect. 

There may be a chain of impacts, including the spread 
(reach) of a message, responses to these messages 
(e.g. engagement or counter-messaging) leading to 
effects: changes in intentions, opinions, attitudes 
and behaviours. Additionally, in complex, dynamic 
information environments, there may be multiple 
vectors that influence takes through networks of 
connection and association.

This idea of sequential connections from direct impacts 
to resulting effects underpins planning and analyses of 
strategic communications campaigns.

Indicators of direct impacts
Indicators of impact of influence operations 
involve tracking the results of the activities. For 
communications campaigns, this is commonly done 
using the forms of media and digital media monitoring 
outlined in the Indicators Toolbox. 

Common and fundamental forms of impact analysis 
quantify the size of the audience/s reached and the 
spread of the messaging across various parts of the 
communications ecosystem. 
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Traditional media analysis focussed on the audience 
reach of the campaign messages. Digital media 
analysis also considers engagement with the messages 
by audiences and the ways they add to the size and 
spread of the content (through re-posting) and change, 
support or contest the content (through commenting 
and/or re-purposing the content). More thorough 
analysis will include analysis of how messages move 
through and across various media platforms.

Figure 5 (p. 54) lists many of the impact indicators used 
in typical strategic communications campaigns. 

Indicators of subsequent effects
Indicators of subsequent effects shifts the focus from 
message content, reach and engagement (measured 
using content and data analysis) to that of the 
audiences, communities and societies. Many of the 
methods used for analyses of effects are listed in the 
Toolbox (Chapter 6). 

These methods develop indicators to assess and 
understand types of effect, functions of effects, taking into 
consideration several effect factors (see Potter, 2017).

Types of influence effects include, in simple terms: 
•	 Cognition (mental processes or the outcome of these 

processes);
•	 Beliefs (faith in something);
•	 Attitudes (judgements about something); 
•	 Affect / emotions (feelings experienced);
•	 Physiological (bodily responses); and
•	 Behaviour (actions).
For effects types, influence may have several functions, 
including: 
•	 Acquiring: paying attention to and remembering 

elements of an influence message;
•	 Triggering (re-activating) pre-existing beliefs, 

attitudes, or emotions; 
•	 Altering pre-existing beliefs, attitudes, or emotions; 

and
•	 Reinforcing pre-existing beliefs, attitudes, or 

emotions.

Factors that need to be taken into account when 
analysing influence effects include:
•	 Immediacy: are effects immediate or delayed? Are the 

differences in immediate and delayed effects?
•	 Duration/durability: How long-lasting are effects? Are 

some effects less or more durable
•	 Valence: Are effects positive or negative?
•	 Change versus no change. Is ‘no change’ an effect?
•	 Scale: At what scale (micro, meso, macro) are effects?
•	 Directness: Which effects are direct, which are 

downstream (second and third order) effects?

•	 Intention: Which effects are intentional; which are 
unintended?

•	 Observable / latent: Which effects are observable; 
which are deduced from secondary observations and 
what assumptions/theories inform such analyses?

These factors should be taken into consideration when 
developing and selecting research methods and tools, 
identifying data sets, and when sampling populations 
for analysis, especially when considering effects that 
are indirect or delayed. 

Additionally, chains of direct impact to subsequent 
effects may involve key individuals, social groups and 
networks, and large populations that build from one 
to another to lead to eventual outcomes. Therefore, 
effects analysis should consider specific yet varied 
effects on specific groups, and the relationships 
between these groups, and the overall resulting effects 
as pertinent to overall goals.

Tools used to develop influence indicators are contingent 
on these types, functions and factors of influence. 
Examples include:

•	 Reputational and relationship effects between 
actors and audiences and other stakeholders, such 
as competitors are indicated through reputational 
surveys and interviews, content analyses, and 
network analyses;

•	 Attitudes and opinions towards issues including 
salience (importance) of issues, and sentiments 
and judgments regarding issues are indicated 
through surveys and interviews, and through content 
analyses; and

•	 Individual and group/mass behaviours are indicated 
through observed and recorded actions; typical 
indicators include voting, purchasing, attending 
events (protests, rallies), participating in group 
discussion and the like. 

Proving causal effect with certainty is impossible. 
What is possible is the analysis of how the elements 
of a campaign (and contextual factors and events) 
contribute to an outcome. This is best undertaken by 
incorporating all factors and analysing them using 
explanatory frameworks (or theories) based in research 
and experience. The theories of influence outlines 
in Chapters 3-5, and in the companion report, Social 
Influence, offer such explanatory frameworks.
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Effects v effectiveness
Effects measures include but are not limited to 
measures of effectiveness.

Effectiveness measures are the essential elements of 
campaign evaluation. These assess the outcomes in 
terms of a cost-benefit analysis, seeking to determine 
what aspects of a campaign should be halted, or 
continue, or change – and how they should change. 
This can be undertaken during a campaign, referred to 
as monitoring, and at a campaign’s conclusion, referred 
to as evaluation (see section on campaign planning and 
Figure 5, p.54).

The costs are a measure of the inputs into a campaign, 
included time, expertise, budget, ideas and other 
organisational resources. It can include less tangible 
resources such as social trust, reputation and 
relationships, which may be called on and/or exploited, 
perhaps damaged, as a consequence. Thus, measures 
of effects can include negative effects, which are 
counted as a cost of a campaign.

The benefits are defined by the campaign goals and 
the degree to which these were achieved. These 
include measures of desired effects, which are 
counted as a benefit.

The distinction between effectiveness and effects 
is evident in, for example, assessments of “the 
effectiveness of both pre-emptive (‘prebunking’) and 
reactive (‘debunking’) interventions to reduce the effects 
of misinformation” (Ecker, et.al., 2022, emphasis added) 
in which the effects of misinformation are calculated 
against the effectiveness of interventions.

Contexts
Alongside causality, context is an additional 
confounding complexity when assessing influence 
outcomes. There are  
so many factors that can have impacts. Some are 
foreseeable, and can be taken into consideration as 
aspect of audience analysis, such as socio-economic 
conditions, cultural characteristics, and political 
structures. But others arise out of events, which may 
be difficult to predict – in the case of emergencies or 
crises, such as a natural disaster, they may  
be impossible to anticipate yet have pivotal affects.

Measures of context consider these additional factors 
and interpret their impact on influence campaigns. 
Examples of questions that seek to establish the 
context for influence analysis include:

1.	 What are the relevant historical contexts, including:
a. relationships between the actors and the 
audiences;
b. relationships between groups that comprise the    	
    audiences; and
c. past incidents and patterns regarding issues of 
relevance.

2.	 What are the prevailing and minority views on the 
issues, topics, and decisions that relate to the 
influence operation?

3.	 What social structures impact on the impact of 
influence operations?

4.	 What aspects of the information environment or 
media ecosystem impact influence activities, such 
as media ownership or concentration, or access 
to internet/broadcast communications, or literacy 
levels and language expertise?

5.	 What other dimensions of national power, including 
military and economic activities, are influential? How 
do the dimensions of national power interact with 
one another? 

6.	 What other events (unforeseen, coincidental, or 
because of counter influence efforts) have impacts 
on influence operations?

Campaign planning and  
evaluation – a standard,  
best practice approach
Frameworks from the practice of evaluation of public 
communication offer models for identifying and 
incorporating various aspects of an influence activity. 
Most of these frameworks are variations on a standard, 
widely-used best practice approach based on the 
integration of these stages and elements of strategic 
communications campaigns:
1.	 Goal setting;
2.	 Research-based audience analysis;
3.	 Strategic planning of overarching campaign themes 

and approaches;
4.	 Content development and selection of distribution 

channels;
5.	 Implementation and monitoring of campaign 

activities;
6.	 Evaluation of campaign – either at the conclusion of 

a fixed period, at a fixed date (such as an election), or 
at the achievement of a campaign goal. Alternatively, 
evaluations can be done periodically to assess 
and review budgets, goals, strategies and content/
channel choices.
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Organisational strategic goals

Audiences, publics, communities, societies, competitors

Monitoring, feedback

Organisational
operational 
objectives

Preparation 
and project 
management

Organisational 
assets, attributes
Reputation 
Relationships
Social Trust

Operational inputs 
Personal 
Expertise
Budget

Planning and pre-
production

Targeted audience 
analysis
Creative concept 
development
Pre-testing content
Media buying
Event planning
Pre-evaluation 
research / 
baselining data

Indicators 
Surveys, focus, 
groups, Interviews
Peer evaluation

Implementation
Published content 
(publications and 
posts on/offline)
Paid content 
(advertising, 
boosted content) 
Media publicity 
(press releases, 
interviews)
Events
Community 
projects

Indicators 
(Measures of 
Performance) 
Number, timeliness 
of planned activities

Campaign analysis
Media mention
Circulation, reach, 
impressions, OTS 
(Opportunities to 
see) 
Share of voice

Indicators
Media Metrics 
Content Analysis 
Website and social 
media data

Campaign 
Responses
Recall
Awareness
Attention 
Engagement

Inidicators 
Surveys, focus 
groups, interviews

Impacts
Awareness 
Attitudes
Beliefs

Indicators
Surveys, focus 
groups, Interviews

Impacts
Behavior

Indicators 
Observation

Stategic effects

Indicators 
Observation and 
assessment / 
interpretation 
Peer evaluation

Figure 5: Campaign planning and evaluation (based on Macnamara, 2018, p. 125).

Assessing malign influence 
campaigns – several approaches
Unlike the standardised model for communications 
evaluation presented on page 54 (Figure 5), there is no 
single accepted model or framework for the analysis 
of malign influence operations. There is, however, a 
common set of factors that many analyses draw from. 
Jowett and O’Donnell (2019) provide an indicative list of 
such factors:
•	 The ideology and purpose of the campaign;
•	 The context in which the campaign occurs;
•	 The identity of the propagandist;
•	 The structure of the propaganda organisation;
•	 The target audience;

Figure 5 below follows this standard framework, and 
provides a list of measures and indicators that can be 
incorporated to assess and evaluate influence activities. 
Many of these indicators are outlined in Chapter 2: The 
Indicators Toolbox.

•	 Media utilisation techniques;
•	 Special techniques to maximise effects;
•	 Audience reaction to various techniques;
•	 Counterpropaganda, if present; and
•	 Effects and evaluation.

Among the various approaches proposed, a few have 
recently gained prominence. The focus of these models 
varies, including one or more of: the actors involved; the 
tactics used; the content of the campaigns; and/or the 
impact in terms of their reach and apparent effects. 

Actors 
Investigations into malign influence operations will 
often focus on identifying the actors responsible. 
Attribution is a necessary precursor to accountability, 
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Table 2: types of sources 
of evidence used in naming 
influence actors (Pamment 
&amp; Smith, 2022)
Types
•	 Technical: uses observable traces at the level  

of digital signals;
•	 Behavioural: based on actors’ known methods 

(also termed Tools Techniques and Procedures 
or TTPs);

•	 Contextual: based on the content, the 
socio-political context and actors’ assumed 
motivations;

•	 Legal/Ethical: considers legal restrictions on 
naming actors, the proportionality of doing so, 
and possible responses and repercussions.

Sources
•	 Open: publicly available, including journalism,  

published reports, open data sets.
•	 Proprietary: owned data with controlled access, 

typically confined to digital platforms, private 
intelligence companies, data brokers, cyber 
security companies.

•	 Classified: secret information controlled by 
government and by extension security and 
intelligence agencies.

The indicators suggested by Pamment and Smith 
(2022) are used primarily to ascertain malign influence 
actors’ identity for the purposes of attribution and 
consequently to formulate a response. These indicators 
can also contribute to understanding of these actors’ 
intentions, tactics and impacts.

A related but distinct approach is the Directing 
Responses against Illicit Influence Operations (D-RAIL; 
Miller, 2024). This identifies actors at various stages 
of their operations, from the initial stages in which 
the entity undertaking the operation develops its 
capabilities and creates its identity, through its 
intelligence, planning, implementation and evaluation 
stages. This is called a ‘chain of influence’. 

This approach underlines that influence actors (and 
operations) are not simple entities but are comprised 
of people, infrastructures, organisations and money. 
It identifies entities and resources malign actors need 
to engage or partner with, or exploit, including: service 
providers and hardware suppliers; media platforms; 
sources of funding and financial institutions; sources of 
data and research companies; audiences, publics, and 
communities. These are all elements of and (perhaps 
unwittingly) actors in malign influence operations.

Campaign tactics
Analysis of campaign tactics identify the rhetorical 
devices and communication methods used to ‘shift’ 
a narrative to one more preferred (or to support a 
preferred narrative), and/or to either strengthen or 
weaken significant individuals and networks.

The Online Political Influence Efforts Dataset (Martin, 
Shapiro and Ilhardt, 2023) lists campaign tactical 
objectives:  
•	 discredit (an individual, group, or organisation); 
•	 hinder (disrupt relationships with the international 

community);
•	 polarise (amplify divisive content);
•	 spread (propagate misinformation);
•	 support (promote politicians, policies, or movements); 

and
•	 narrative framing (move political discussion in a 

specific direction).

The BEND framework (Carley, 2020, p.373) develops 
these ideas further to theorise how efforts to shape 
narratives and networks can be categorised. It should be 
noted here that the BEND framework can be applied to 
both malign and benign influence campaigns, proposing 
four positive and four negative types of tactics. 

to arrangements taken to limit the actors’ capability 
to campaign, and/or to any punitive actions (such as 
banning accounts, see Chapter 5). 

The Online Political Influence Efforts Dataset (Martin, 
Shapiro and Ilhardt, 2023) suggests nine categories 
of actors:
•	 fake grass-roots organisation (known as ‘astroturfing’); 
•	 real non-government organisations; 
•	 governments; 
•	 military or intelligence agencies; 
•	 media organisation; 
•	 companies; 
•	 cyber espionage groups;
•	 wealthy individuals; and
•	 unknown actor. 

Attribution of malicious influence campaigns can 
involve various indictors. For online information 
operations, Pamment and Smith (2022) suggests 
four types of indicators, referred to as ‘evidence’ 
(technical, behavioural, contextual, and legal/ethical) 
and three sources of evidence (open, proprietary, and 
classified sources).
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Impacts and effect
Frameworks assess the impacts and/or effects on malign 
influence campaigns by identifying and describing or 
quantify aspects like:
•	 the reach of the campaign content and audience 

engagement with it;
•	 to what extent the campaign has spread from its initial 

source to other platforms, audiences, communities 
and vectors of communication;

•	 the apparent influence the campaign has had on 
mainstream publics, on social and culturally influential 
elites, and on relevant decision makers; and

•	 any decisions or actions taken as an apparent 
outcome of the influence campaign.

The Breakout Scale (Nimmo, 2020) categorises 
influence operations according to how far they have 
spread, tracing content and narratives from sources 
(or close to it) and identifying the media platforms and 
communities reached.
1.	 Category One operations only spread within one 

community on one platform.
2.	 Category Two operations either spread in one 

community across multiple platforms or spread 
across multiple communities on one platform. 

3.	 Category Three operations spread across multiple 
social media platforms and reach multiple 
communities.

4.	 Category Four operations break out from social 
media and are amplified by mainstream media. 

5.	 Category Five operations are amplified by high-
profile individuals such as celebrities and political 
candidates. 

6.	 Category Six if it triggers a policy response or some 
other form of concrete action, or if it includes a call 
for violence.

Integrated analyses
Some assessments include multiple elements of an 
influence campaign such as the actors, targets and 
effects, as well as content. The Online Political Influence 
Efforts Dataset (Martin, Shapiro and Ilhardt, 2023) for 
example identifies covert information campaigns by 
state actors, referring to these as ‘Influence Efforts’ 
(IEs). It classifies their features, based on media reports 
and research articles, according to the actors, targets, 
and tactics and, which are referred to above.

Table 3: BEND Framework for impacting networks and narratives (Carley, 2020)

Manipulating the narrative Manipulating the social network

Positive Engage Messages that bring up a related but  
relevant topic

Back Actions that increase the importance 
of the opinion leader or create a new 
opinion leader

Explain Messages that provides details on or 
elaborate the topic 

Build Actions that create a group or the 
appearance of a group

Excite Messages that elicit a positive 
emotion such as joy or excitement 

Bridge Actions that build a connection 
between two or more groups

Enhance Messages that encourage the topic-
group to continue with the topic

Boost Actions that grow the size of the 
gorup or make it appear that it has 
grown

Negative Dismiss Messages about why the topic is not 
important 

Neutralize Actions decrease the importance of 
the opinion leader 

Distort Messages that alter the main 
message of the topic

Nuke Actions that lead to a group being 
dismantled or breaking up, or 
appearing to be broken up

Dismay Messages that elicit a negative 
emotion such as sadness or anger

Narrow Actions that lead to a group of 
becoming sequested from other 
groups or marginalized

Distract Discussion about a totally different 
topic and irrelevant 

Neglect Actions that reduce the size of the 
group or make it appear that the 
group has grown smaller
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A widely cited example, the ABDCE framework 
(Pamment, 2020) has been proposed as standard 
terminology for identifying and countering disinformation 
and malign influence operations. It defines five elements, 
and asks five questions:
•	 Actor: what kinds of actors are involved?
•	 Behaviour: what activities are exhibited?
•	 Content: what kinds of content are being created  

and distributed?
•	 Degree: what is the reach of the content in question?
•	 Effect: what is the overall impact of the case and whom  

does it affect?

There remains scant evidence of how effective the 
most well-known social manipulation campaigns 
have been in achieving their objectives, or even what 
those objectives specifically were, in some cases. 
Yet without such evidence, there is little basis for 
judgements about the risks .... the sum of evidence 
does not allow a strong judgement about the effects 
of existing social manipulation campaigns...apart 
from anecdotal cases, we have no authentic way of 
knowing their [outputs in social media activity] larger 
effect on attitudes or behaviour .... 

To gain a better sense of the possible effectiveness 
of such campaigns, we reviewed available evidence 
about the effects of known campaigns. Existing 
campaigns with measurable data at this point are 
almost entirely of Russian origin and focussed 
on the United States and Europe. Because it is so 
difficult to disaggregate the effects of social media 
or disinformation campaigns from other variables—
and even within those, to identify the specific effects 
of Russian activities—we looked at outcome effects 
that the Russian campaigns might be seeking. If 
these campaigns are succeeding, we ought to see 
movement in the directions Russia desires in several 
indicators, including:

1.	 Public opinion toward Russia in the target 
countries or in specified subpopulations. This 
includes general favourability ratings, perceptions 
of whether Russia is a threat, and attitudes 
toward Vladimir Putin.

2.	 Broader public opinion in the target countries on a 
range of social and economic attitudes that Russia 
might be seeking to undermine: faith in institutions, 
confidence about the future, and others.

3.	 The geopolitical orientation of these countries 
as measured by their general official statements, 
national security strategies and related 
documents, and specific policies that indicate a 
relative tilt toward Russia or the West.

4.	 Specific outcomes in elections or referendums. 

If these outcome measures are all moving in 
directions Moscow would favour, then it would 
appear it is having some of the effect it desires. 
That finding would still not associate specific 
social manipulation efforts to those outcomes, 
but it would at least begin to give some clue as to 
the effects Russia might be having. If, on the other 
hand, important indicators are moving against 
Moscow’s interests, that would potentially tell us 
important things about the limits of its manipulation 
campaigns.

Of course, each of these outcomes is influenced 
by many factors; flows of information—and the 
further subset of foreign information—are only one 
variable….[We do] not, therefore, offer direct evidence 
of the specific effects of manipulation programs, but 
rather a larger and more indirect sense of whether 
they appear to be having the effects  
Russia intends.

CASE STUDY: Assessing Russia Influence Campaign 
Effects (Adapted from Mazarr, 2019, 169ff):

Of these elements, effect is the most difficult and most 
important. Assessing effects is limited by the factors this 
report has outlined yet necessary and possible using the 
principles, frameworks and tools this report covers. A 
final exemplar (see below) illustrates how various factors 
and measures can be assessed in context to arrive at 
reasonable conclusions about malign influence effects.
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Influence occurs at various levels and through various 
means, which makes it very difficult to monitor and 
measure, let alone predict. Yet, analysis of influence is a 
requirement for:
•	 assessment of the characteristics of influence 

environments and the potential for influence to 
occur, like individual and social vulnerabilities to 
malign influence activities (such as interference 
in public discourse via disinformation in mass 
and social media affecting sovereign, democratic 
processes), and

•	 planning, monitoring and evaluation of influence 
activities, including counter-disinformation 
campaigns, public affairs activities, and other 
informational and promotional activities seeking to 
inform, advise, and legitimately persuade publics.

The report notes some underlying related principles 
of understanding influence. These are expansively 
addressed in the companion report; they are worth 
emphasising here. 

First, influence occurs as a co-creative process of 
meaning making between those that seek to influence 
(through words, images, sounds, actions) and those 
– the audiences, the publics, the societies, both as 
individuals and in groups, networks and communities – 
that interpret and act on (or not) their interpretation of 
influence attempts. 

Second, analysis should be aligned closely with identified 
goals. Whether the aim is to promote influence, or 
prevent influence, these aims are the measuring stick 
used to assess outcomes.

Assessing influence faces difficulties which can be 
generalised in two categories: 
•	 data: firstly, what counts as data indicating influence 

potential, or influence effects; secondly, how can 
this data be sourced in ways that are reliably 
representative of actual conditions and events; and

•	 analysis: how can this data be analysed to reasonably 
assess influence characteristics, monitor influence 
activities, and evaluate influence effects.

Further challenges arise out of two competing aims: 
(1) to develop an approach that can be consistently, 
if not uniformly, applied in a type of ‘standardised 
model’; and (2) to develop a bespoke methodology 
that utilises the available data and meets the specific 
needs of an assessor, planner or evaluator of influence 
threats and activities.

This report seeks to walk that fine line between 
generalisability and specificity, in three ways. First, 
it outlines a range of available tools, techniques 
and approaches that can be applied. These include 
existing social and political databases, standardised 
psychological tests, and research methods that are 
commonly used (such as surveys, content analysis,  
and network analysis). 

Second, it presents a series of accepted analytical 
frameworks used to interpret and understand the 
data. These are categorised as being micro, meso, 
or macro and are primarily drawn from the fields of 
social psychology, sociology, political science, and 
international relations. 

Third, the report promotes a generalisable framework 
for incorporating data and analysis, based on: 

(1) the integration of various forms of data, based on  
what is available, appropriate (reliable and 
representative) and applicable; 
(2) the structuring of analyses around key 
characteristics that are consistent, for example the 
typical stages of an information influence campaign 
based on standard strategic communications 
practices and – importantly – focussed on 
assessment against outlined goals as well as being 
mindful of unintended effects; and
(3) adoption of a modest ‘middle-range theory’ 
approach which avoids over both generalisation  
and over specificity. 

Conclusion and 
Recommendations



65

Recommendations
Policy and Planning
The recommendations in this report can inform 
planning, evaluation and assessment policies in 
general by incorporating the key principles outlined 
above regarding (1) audience focus and (2) goal 
orientation. Additionally, these principles can be the 
basis for a more widely and consistently applicable 
approach to information influence analysis across the 
whole of government and the whole of society.

For planning processes, the report offers options and 
recommendations regarding the means to assess 
information environments, monitor information 
activities, and evaluate information effects. These can 
be used to develop new or adapt existing planning 
processes. 

Practitioners
Practitioners can draw on this report to develop or 
add new and additional means of assessing influence 
environments and actions. The indicators toolbox 
provides a basic set of methodologies that can be 
applied to meet operational requirements, within the 
limits of operational constraints.

Researchers
Influence researchers will find in this report directions 
for further investigation and experimentation. There 
is considerable scope for development of specific 
tools, based on the varieties of data available, for use 
in computational analysis of large structured and 
unstructured data sets. 

Additionally and importantly, the range of theoretical and 
conceptual approaches discussed in this report provide 
directions for developing means of situating qualitative 
data analysis within conceptual frameworks that offer 
further and deeper explanatory (perhaps predictive) 
potential, thus making data analysis more meaningful.
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